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Introduction

In recent years, the modernization of the PLA Navy (PLAN) has be-
come a very high priority for China. Senior Chinese Communist Party (CCP)
leaders and high-ranking military officers have emphasized the importance of
naval modernization. Most prominently, CCP General Secretary, President,
and Central Military Commission (CMC) Chairman Hu Jintao in a December
2006 speech to PLAN officers underscored the need to “endeavor to build a
powerful People’s navy that can adapt to its historical mission during a new cen-
tury and a new period.”! Similarly, PLAN Commander Wu Shengli and PLAN
Political Commissar Hu Yanlin promoted the importance of naval moderniza-
tion in an article that appeared subsequently in the authoritative CCP journal
Seeking Truth (KZ&). According to Wu and Hu, “Since the reform and open
door policy, along with the consistent increase of overall national strength, the
oceanic awareness and national defense awareness of the Chinese people have
been raised and the desire to build a powerful navy, strengthen the modern na-
tional defense and realize the great revitalization of China has become stronger
than at any other time”> Moreover, Wu and Hu contend, “To build a powerful
navy is the practical need for maintaining the safety of the national sovereignty
and maritime rights High-level statements such as these appear intended to
underscore the importance that China’s civilian and military leaders attach to
the modernization of the PLAN.

This growing sense of urgency about naval modernization appears to
be a function of increasing concern about maritime security issues, particu-
larly Taiwan’s status, maritime resources, and energy security, with the most
rapidly developing, high-intensity capabilities focused on the “Near Seas” (the
Yellow, East China, and South China Seas), and their immediate approaches.
Chinese naval modernization is focused partially, but by no means exclusive-
ly, on Taiwan. Most of the platforms China is acquiring are multimission plat-
forms, and the PLAN is investing in capabilities like large amphibious ships
and aircraft carriers, which are clearly much more relevant to other missions.
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Moreover, the comments of senior PLAN officers underscore the diversity of
missions the PLAN must be ready to execute. For example, Wu and Hu em-
phasize that the PLAN must be prepared for a potential conflict over Taiwan.*
At the same time, however, they point out that the PLAN must be prepared for
a wider range of missions, including the protection of maritime resources and
energy security issues.” This reflects Hu Jintaos concept of the Chinese mili-
tary’s “New Historic Missions,” which was introduced at an expanded CMC
conference on December 24, 2004.° In an attempt to transform Hu’s general
guidance into more specific policy, articles in state and military media have
argued that to safeguard China’s economic growth, the PLA must go beyond
its previous mission of safeguarding national “survival interests” (£ 7 FI38) to
protecting national “development interests” (% & F2f).”

Hu has also stated specifically that the PLA must prepare for “military
operations other than war” (MOOTW), such as peacekeeping, humanitar-
ian assistance and disaster relief, and noncombatant evacuation operations
(NEOs). As Hu stated in December 2008, “As we strengthen our ability to
tight and win limited wars under informatized conditions, we have to pay
even more attention to improving noncombat military operations capabili-
ties.” The PLAN’s participation in antipiracy operations in the Gulf of Aden
since December 2008, its dispatch of a hospital ship to the Indian Ocean
in summer 2010, and its involvement in the evacuation of Chinese citizens
from Libya in February 2011 underscore its importance in fulfilling the “New
Historic Missions.”

Indeed, these expanding combat operations and MOOTW missions
drive the PLAN’s requirements, not only for the new platforms China is
putting into service with the PLAN, but also for command, control, commu-
nications, computers, intelligence, surveillance, and reconnaissance (C4ISR)
capabilities to support their use in monitoring and—in a worst case scenario—
targeting foreign platforms on, under, and above the sea.

Within this context, enhancing the PLAN’s information technolo-
gy (IT) and communications capabilities is seen as critical to the success of
China’s overall naval modernization program. According to one recent article
on the future of the PLAN, “The informatization of the shipboard weapons and
equipment is the core of maritime joint combat . . . the Chinese Navy should
vigorously build the data links for maritime military actions and fundamental-
ly change the way to carry out tasks in the future The ultimate goal is opera-
tions carried out by a “networked fleet”'° Reaching this goal means narrowing
the gap between the PLA and the world’s most advanced militaries through the
development, acquisition, and integration of advanced information technolo-
gy, which is one of the major goals of contemporary Chinese military reforms.
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Central to this effort is the process of informatization ({§/2t), which is often
billed as crucial to the modernization of the Chinese military. This emphasis
on informatization derives from the expectation that the PLA must strength-
en its preparation for local wars under informatized conditions. As part of
China’s broader strategy of active defense, the PLA is “enhancing in an all-
round way its capabilities of defensive operations under conditions of infor-
matization” to make sure “that it is well prepared for military struggle” and
capable of “winning local wars under conditions of informatization”"! This
applies with particular force to the navy. According to the authors of the above-
mentioned article on the future of Chinese maritime power, “Informatized
warfare is the mainstream trend in the development of future maritime wars*?

PLA modernization is critical to China’s military competitiveness, and
“informatization” is central to the PLAs modernization. An explicit goal of the
2006 Defense White Paper was to build informatized armed forces capable
of winning informatized wars. In the view of the PLA, China has yet to fully
exploit mechanized warfare, while it is now having to transform to the
follow-on era of informatization. According to Beijing’s 2006 Defense White
Paper, “China pursues a three-step development strategy in modernizing
its national defense and armed forces, in accordance with the state’s overall
plan to realize modernization. The first step is to lay a solid foundation by
2010, the second is to make major progress around 2020, and the third is to
basically reach the strategic goal of building informationized armed forces
and being capable of winning informationized wars by the mid-21* centu-
ry."> At the 17* Party Congress in October 2007, Chinese President Hu Jintao
declared, “To attain the strategic objective of building computerized armed
forces and winning IT-based warfare, we will accelerate composite devel-
opment of mechanization and computerization, carry out military training
under IT-based conditions, modernize every aspect of logistics, intensify our
efforts to train a new type of high-caliber military personnel in large numbers
and change the mode of generating combat capabilities.” The PLAN is at the
center of this effort to achieve the informatization of the Chinese military. It
“has published an entirely new set of revised guidance documents since the
end of the 9" Five-Year Plan (1996-2000).”* Since the beginning of this decade,
the “Two Transformations” program has sought to implement this guidance
by using informatization and mechanization to transform the PLAN, along
with the rest of Chinas military, from a posture that is personnel-intensive to
one that is technology-intensive.'

This chapter explores PLAN informatization and its implications for com-
mand and control (C2) and joint operations. Drawing on a variety of Chinese-
language publications, it attempts to address the following key questions:
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m How does the PLA define the concept of informatization, what does
this mean for the PLAN, and how does it relate to the modernization
of PLAN C2?

m How well can the PLAN currently connect sensors, C2, and weapons
to get a clear picture of the battlefield and execute combat operations?

m What is the PLAN’s ability to conduct joint operations with other
services?

m What technical improvements is China’s navy likely to make over the
next decade (e.g., space-based ocean surveillance, use of unmanned
aerial vehicles, and better communications) and which capabilities
would make the most difference for combat effectiveness?

m Where does the PLAN currently fit in the spectrum between the U.S.
and Russian C2 models?

The remainder of this chapter is organized as follows. The first sec-
tion surveys how the concept of “informatization” is defined in naval terms
and how it relates to the modernization of PLAN C2. The second examines
the PLAN’s current ability to connect sensors, C2, and weapons to get a clear
picture of the battlefield and execute combat operations, as well as its ability
to conduct joint operations with other services. The third section addresses
the technical improvements likely to materialize over the next decade and the
capabilities that would make the most difference for combat effectiveness.
The fourth examines the training and education issues that are integral to
PLAN informatization. The fifth section assesses the PLAN’s position on the
spectrum between the U.S. and Soviet models of C2. The final section summa-
rizes the key findings and highlights some possible areas for further research on
naval informatization.

PLAN “Informatization”

The PLAN is modernizing to undertake an expanded set of missions
in support of Chinas national security interests. It is undergoing an impres-
sive transformation from what was essentially a coastal defense force to a more
offensively oriented force capable of executing a variety of regional missions.
As part of this impressive modernization program, a number of new surface
ships and submarines have entered service in recent years. Chinas new sur-
face ships include Russian-built Sovremenny guided-missile destroyers (DDGs)
and indigenously developed Luzhou and Luyang I and II'* DDGs as well as
Jiangkai 1 and II guided missile frigates (FFGs), in addition to Houbei-class
wave-piercing missile catamarans. Among the PLAN’s new submarines are
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Kilo-class submarines acquired from Russia and the domestically developed
Shang nuclear-powered and Song and Yuan conventional attack submarines.
With the addition of these new platforms, the PLAN is improving its surface
warfare, undersea warfare, and air defense capabilities. The PLAN also appears
poised to become an increasingly important part of China’s nuclear deterrence
posture with the addition of several Type-094 nuclear-powered ballistic mis-
sile submarines (SSBNs), which will be armed with JL-2 submarine-launched
ballistic missiles (SLBMs). According to China’s 2006 Defense White Paper, the
PLAN “aims at gradual extension of the strategic depth for offshore defensive
operations and enhancing its capabilities in integrated maritime operations and
nuclear counterattacks.”"’

Chinas leaders perceive their nation to be confronting a strategic
environment in which “Military competition based on informatization is
intensifying”"® This view both highlights the growing importance of informa-
tion technology in military modernization and places a heavy premium on
striving for information dominance in any future conflict, especially one with
a technologically advanced adversary. Some Chinese analysts write about the
role of information in a style reminiscent of U.S. publications that emphasize
information superiority and extol the virtues of “network-centric warfare”" For
example, according to one recent article by three researchers affiliated with
the PLAN’s Dalian Ship Academy, “In the information age, information has
become one of the main sources of combat power’” Consequently, as the
authors of the 2006 version of Science of Campaigns emphasize, informatization
permeates PLA doctrinal reform: “advancement of military ‘informatization’
construction and development of battle theories based on ‘informatization’ are
currently the primary topics of discussion for national military construction and
battle preparations.”*!

The term “informatization” contains many concepts that are familiar
both across Chinese writings and to similar Western characterizations:

» information superiority

m reconnaissance and counter-reconnaissance
» jamming and antijamming

m networking and platform integration

m space operations

m joint operations and joint integration

m sensor-to-shooter connectivity

m electronic attack
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m autonomous operations

m notions of speed, accuracy, security, and continuity of communica-
tions.

Although many PLA publications emphasize the importance of in-
formatization, the term is not always defined explicitly and Chinese press
coverage is sometimes vague.”? This complicates efforts to understand exactly
what PLA authors mean when they use the term, and to determine how it
applies to the modernization of the PLAN.

Fortunately, some Chinese authors do provide explicit definitions of in-
formatization in their published work. For example, in a recent article, three
researchers at the Dalian Ship Academy offer the following definition of naval
informatization:

The informatization of naval equipment refers to using information
technology as the impetus, information networks as the foundation, and
command automation as the core, effectively developing information
resources, carrying out information transformation of every aspect and
every link of naval equipment, and continuously promoting the “in-
formation ability” and “informatization level” of naval weaponry and
equipment.”

This definition of naval informatization stresses hardware develop-
ment and equipment modernization, but PLA writers conceive of naval
informatization as a larger process that involves training and education as
well as upgrading C4ISR systems and related military hardware. According to
one recent article, “The Chinese Navy must establish the guiding principles to
build digital troops and prepare for informatized combat, which is extremely
important. In the crucial period of the military reform, what plays an effec-
tive role oftentimes is not technologies, but thinking and concepts. He who
first understands is clear-sighted and he who moves ahead of others is in an
advantageous position.””* Nonetheless, from the perspective of many Chinese
military authors, upgrading C4ISR hardware capabilities is clearly an essential
component of narrowing the gap that separates the PLA from the world’s most
technologically advanced militaries.

PLAN C4ISR Systems

This section provides an overview of the PLAN’s current communica-
tions and ISR capabilities and offers some preliminary judgments about its
ability to connect sensors and weapons. It also discusses some Chinese C4ISR
and space systems developments that, while not PLAN-specific, have implica-
tions for maritime security and naval missions.
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Given the Chinese military’s C4ISR shortcomings in the 1980s and
1990s, the PLAN’s informatization drive started from a relatively weak
position. For many years, the entire PLA, including the PLAN, faced major
shortcomings in its C4ISR capabilities. As Mulvenon and Bickford observed
in the late 1990s, the PLA had traditionally relied upon a telecommunications
infrastructure that was “inadequate” and “outdated.” This weakness “severely
limited the military’s ability to transmit and process large amounts of infor-
mation or coordinate activities between the various Military Regions, thereby
reducing military effectiveness.”> The PLA also faced challenges when it came
to modernizing its ISR architecture. Although China was capable of launch-
ing photoreconnaissance satellites, Chinese satellite imagery technology was
“outdated by Western standards”* Moreover, the PLA’ situational awareness
was hindered by China’s lack of a real-time photoreconnaissance capability.”
As of the late 1990s, therefore, C4ISR remained an area of substantial weak-
ness for the PLA. As a U.S. Department of Defense (DOD) report published
in 2000 pointed out, the PLAs C2 capabilities were not capable of effectively
supporting joint service operations.*®

Despite these modest beginnings, Chinese C4ISR modernization has
taken off since the late 1990s, when the PLA embarked on a massive effort to
modernize, upgrade, and expand its communications infrastructure. This ambi-
tious project was bolstered by the rapid development of the civilian information
technology and telecommunications industries in China. One of the key results
of the communications upgrade was the construction of a national fiber-optic
communications network that provided the PLA with much greater commu-
nications capacity, higher reliability, and improved communications security.”

Near-real-time C4ISR is facilitated increasingly by China’s integrated
Qu Dian military C4ISR system, which enables civilian and military leaders
to communicate with forces in theater using secure fiber-optic cables, high
frequency (HF) and very high frequency (VHF) communications and micro-
wave systems, as well as related wireless networks and data links. According to
China’s 2010 Defense White Paper, “The total length of the national defense
optical fiber communication network has increased by a large margin, form-
ing a new generation information transmission network with optical fiber
communication as the mainstay and satellite and short-wave communications
as assistance”*® This system is regarded by some as the equivalent of the U.S.
Joint Tactical Information Distribution System (JTIDS); China has developed,
and possibly deployed, a related Triservice Tactical Information Distributed
Network (ZEMAREITE S X F255).3

The PLA is likewise making major strides in the development of its
communications networks more generally. Indeed, the expansion of military
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communications networks is a particularly noteworthy aspect of Chinese
military modernization and one that has major implications for the informa-
tization of the PLAN. The PLA reportedly has accelerated the development
of its nationwide communications capabilities in recent years, devoting par-
ticular attention to diversifying the means of communication and enhancing
security and antijamming capabilities.”> According to one source, “Firstly, in the
coastal military commands, a gigantic optic-cable communication network has
been set up, which guarantees the optic-cable communication among the head-
quarters of each military command. Meanwhile, satellite communication has
been applied more widely, which ensures smooth communication between the
top commanding organ and the headquarters at different levels of the military
commands”* Chinese research institutes have also “developed a VSAT [very
small aperture terminal] communication system consisting of mobile vehicle-
borne components” as well as new microwave and troposcatter communication
systems, and China is also upgrading some of its traditional HE, VHE, and ultra
high frequency (UHF) communication systems.**

Improving military computer networks and making them available to
more and more units have been a particular priority for the PLA as it expands
its communications networks, another key “informatization” development
that has major implications for the PLAN. Indeed, recent reports indicate that
all PLAN units at the division level and above are now connected to military
computer networks, and that current plans focus on extending coverage to
lower-level units.*

This appears to be the case throughout the PLAN. One recent article
highlights the extent to which various PLAN units in the South Sea Fleet are
being connected to the military’s computer networks: “ . . 100% of the divi-
sions, brigades, and regiments under the South Sea Fleet aviation corps have
successfully established their LANs [local area networks], while 92% of its
companies have been connected to the military network. . . . all of the study
rooms of units above regiment level have been connected to the comprehen-
sive information network of the People’s Liberation Army [£ FE 4R &5 B W]

In addition, the PLAN is improving the capabilities of its ocean
survey vessels and reconnaissance ships, which are responsible for a number
of tasks, such as surveying, gathering meteorological and hydrographic in-
formation, laying and repairing undersea cable, and collecting various types
of intelligence. For example, one article on the South Sea Fleets survey and
reconnaissance ships states that they have “continually raised the level of unit
informatization building and brought about an historic leap forward in infor-
matized support capabilities including electronic reconnaissance, sea survey,
and cable laying on the sea floor””” More specifics are offered by another article
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on reconnaissance ships subordinate to the North Sea Fleet, which in recent
years have “successively introduced advanced equipment such as fathom-
eters, monitoring and scanning sonar, and gravity and magnetic surveying
devices, transforming traditional manual survey operations . . . enhancing the
accuracy and effectiveness of surveys, and reducing the cycle of data process-
ing and chart creation**

Finally, PLAN researchers believe that refitting older weaponry and
equipment with modern information technology greatly increases its combat
effectiveness. Among the benefits of this approach are that it is quick and rela-
tively inexpensive.” For example, the PLAN apparently views minesweepers
equipped with “torpedo” mines as a viable ASW platform that illustrates the
potential for “old equipment + networks + talent” to “thoroughly convince”
those who believe that “it is not possible to establish a platform for informa-
tized exercises on old equipment”* On the other hand, this approach could
risk a situation in which the PLAN ends up with a hodgepodge of equipment,
some of which does not suit its requirements.

To improve both its nonterrestrial networks and the data available on
all networks, Beijing has also intensified its efforts to improve its space-based
C4ISR capabilities. Indeed, China began an ambitious manned space pro-
gram, started participating in a variety of international space partnerships, and
moved forward with several military space programs.*!

Space-based ISR and communications capabilities have been at the fore-
front of this transformation of the PLAs C4ISR architecture. Chinese military
strategists view space operations as vital components of joint campaigns in
informatized local wars.* For the PLA, as Dean Cheng points out, space is “as
vital a battlefield as any on earth™ According to the authors of The Science of
Campaigns,

Future anti-air raid campaigns will be conducted with highly informa-
tionized weapons and equipment. The information system, as a main
body of an integrated C'ISR system and an important information source
and information channel, plays a decisive role in confrontations in the
information sphere. Information confrontational activities for seizing in-
formation superiority, such as reconnaissance and anti-reconnaissance,
jamming and anti-jamming, destruction and anti-destruction, will pen-
etrate through the entire process of operations and become important
contents of anti—air raid campaigns.*

Consequently, according to DOD, “China has accorded building a
modern ISR architecture a high priority in its comprehensive military mod-
ernization, in particular the development of advanced space-based C4ISR
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and targeting capabilities”” China is developing space-based ISR systems
such as remote-sensing satellites, advanced imagery satellites, and electronic
intelligence (ELINT) and signals intelligence (SIGINT) satellites.** China
can also purchase commercial imagery products to supplement its current
reconnaissance capabilities.*’

The PLA is leveraging the PRC’s dynamic commercial information
technology (IT) sector to accelerate the modernization of its C4ISR capa-
bilities. According to a recent RAND study, Chinas IT sector is likely “the
most organizationally innovative and economically dynamic producer of
equipment for Chinas military”*® Even though Chinese IT companies are
oriented mainly toward domestic and international commercial IT markets,
“the PLA has been able to effectively leverage certain IT products to improve
the military’s command, control, communications, computers, and intelligence
(C4I) capabilities—a critical element of the PLAs modernization efforts”*

Space-based C4ISR developments are particularly crucial for naval infor-
matization, especially given the PLAN’s evolving missions. Indeed, an increase
in Chinese naval capability from antiaccess/antiarea denial (A2/AD) in the Near
Seas to regional blue-water operations and power projection in the Far Seas will
hinge in part on improvements in aerospace capabilities, especially air/space-
based platforms and C4ISR. Despite major imbalances in its development, by
the end of the Cold War China had become the first developing country to
achieve comprehensive aerospace capabilities. While China still suffers from
some challenges, particularly in its aviation sector, it appears to be making rapid,
comprehensive progress in producing advanced aerospace platforms. This in
turn affords China an increasing range of military operational possibilities.

China has developed a full range of military, civilian, and dual-use
satellites of various mission areas and sizes. Remote-sensing satellites in-
clude the Fengyun-1D and -3A weather satellites, with their visible, IR, and
microwave imaging. Advanced imagery satellites include the Yaogan 2-11
high resolution synthetic-aperture radar (SAR) and electro-optical military
satellites. The CBERS-2 and -2B near real-time electro-optical satellites, with
2.7-meter resolution, are also used for military observation. China possesses
dedicated ELINT and SIGINT satellites.®® An independent global positioning
system and data relay satellites are essential components of a robust ISR
system. According to Chinese media, the PLA is now using such satellites as
Beidou-4 and Tianlian-1 for, respectively, positioning and data relay (trans-
mission of inputs from sensors beyond line-of-sight from Chinese ground
stations).”" Other Beidou navigation satellites and space remote-sensing tech-
nologies also enhance precision strike capabilities, with the General Armament
Department’s (GAD’s) Survey and Mapping Bureau given particular credit.”
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The Fenghuo-1 communications satellite and its identically-named follow-on
may likewise support military operations.® China’s approximately 15 recon-
naissance-capable satellites include electro-optical, multi- and hyper-spectral,
and radar, especially synthetic-aperture radar.

Navigation and positioning has been a major area of emphasis with im-
plications for military modernization and the informatization of the PLAN.
Satellite navigation facilitates the monitoring of friendly forces and the targeting
of enemy forces by offering reliable positioning signals. It supports C2 by
providing basic communications functions. At present, China uses the U.S. GPS
and Russias GLONASS satellite navigation systems as well as its own indige-
nous Beidou satellite navigation system.** Beijing has had only limited access
to receiver technology and was denied access to the military mode of Europe’s
nascent Galileo system, apparently intensifying existing Chinese efforts to
develop Beidou further.” Unlike those of GPS, Beidou users receive signals from
broadcasts from a ground station, not directly from the satellites.*

China deployed its own three-satellite Beidou-1 navigation constella-
tion in 2007, but it is limited to providing service from 70 to 140 degrees east
longitude and from 5 to 55 degrees north latitude and navigation coverage
accurate to within ~20 meters. This enables Beidou-1 to support operations
on China’s immediate maritime Near Seas, but not farther afield. To ensure
reliable independent access in the future, and to support broader operations,
China is deploying a 35-satellite (5 geostationary, 30 medium earth orbit) con-
stellation—called Beidou-2/Compass (dt3+BESHIENR R SE)—that would
provide much-improved accuracy, with regional navigation and communica-
tions coverage anticipated by 2011 and global navigation and communications
coverage by 2015-2020.7 Eight satellites have been launched thus far; five re-
main fully operational.

Maritime observation satellites are another area of particular interest
from the perspective of naval informatization. Chinas first series of dedi-
cated maritime monitoring satellites is administered by the State Oceanic
Administration (SOA). China launched its first maritime observation satel-
lite, Haiyang-1A, on May 15, 2002. This satellite, which monitored ocean water
color and temperature, had military applications; an official publication
states that 12 percent of Haiyang-1As 2003 “satellite data distribution” was
“military”*® Haiyang (HY)-1B was launched in April 2007 to survey the Near
Seas. Fully operational versions are scheduled to follow: HY-1C, -1D, and -2A
in 2011, and HY-3 in 2012.% A total of 15 further Haiyang ocean monitoring
satellites are planned in three sets.

Likewise relevant to maritime surveillance will be Chinas Huanjing
disaster/environmental monitoring constellation, envisioned to contain 11
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satellites capable of visible, IR, multi-spectral, and SAR imaging. Two initial
satellites in the series, Huanjing-1A and -1B, provide real time multi- and
hyper-spectral imaging respectively, to a resolution of 30 meters. Huanjing—1C
and -1D are reportedly scheduled for launch in 2011.

China uses a variety of other satellites to link these sensors to shoot-
ers, and to support related network functions in real time. Its first data
relay satellite, Tianlian-1, facilitates near-real-time communication between
satellites and ground control, complementing China’s more than 10 ground
stations and 4 operating Yuanwang space event support ships. Tianlian-2
will reportedly be launched in June 2011.

Satellite surveying and mapping are close to real time in capability. This
is being exploited by a variety of services, including the PLAN. One South
Sea Fleet unit developed a reportedly combat-relevant “Stipulated Technical
Procedure for Maritime Terrain Digitized Satellite Surveying and Mapping”®

Trends in C4ISR Research and Development

This section addresses technical improvements that are likely over the
next decade and assesses their potential implications for PLAN operations.

“China has the most active land-based ballistic and cruise missile pro-
gram in the world,”®' the 2010 DOD report emphasizes. As part of this larger
missile-centric approach, China has been developing the capability to target
U.S. ships with ballistic missiles based on the DF-21D medium-range anti-
ship ballistic missile (ASBM). Top U.S. Navy officials state that Chinas ASBM
has reached the equivalent of initial operational capability (IOC). While the
exact details remain uncertain, both U.S. officials and the director-general of
Taiwans National Security Bureau state that China has already begun to
deploy the DF-21D.®

If supplied with accurate real-time target data, China’s growing family of
radar reconnaissance and electro-optical surveillance satellites, terminal radar
seekers, and maneuvering warheads could enable Chinese ballistic missiles to
complicate or negate U.S. ballistic missile defense efforts and seriously threat-
en targets such as airbases and aircraft carriers. If these Chinese systems work
effectively in practice as a “system of systems,” they would be extraordinarily
difficult to defend against.

Chinese researchers emphasize the importance of linking platforms
together into an integrated whole, suggesting that this will continue to be a
major focus of defense research and development (R&D) programs. This is
considered particularly important for the PLAN. According to one recent
article, “A platform-centric navy cannot bring into full play the potentials of its
sensors and weapons,” but “effective networks formed with multiple platforms
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and multiple sensors can enable the resources of military strength to grow
steadily” and “resource sharing among various platforms and coordinated allo-
cation of the resources of all operational forces can enable the currently available
resources of military strength to be fully utilized”® According to another tech-
nical journal article, “In order to effectively fuse all C4ISR system elements and
achieve a seamless connection from sensors to shooters it is necessary to solve
the problems of data integration.”** Publications such as these suggest that net-
working sensors and data fusion are two topics of particular interest to Chinese
researchers and are likely to enjoy high priority in the next few years.

Unmanned reconnaissance systems are another area of strong em-
phasis in Chinese C4ISR-related research and development. Indeed,
recent technical journal publications indicate that Chinese scientists
and engineers are conducting research on various types of unmanned
aerial vehicles (UAVs).® China is purchasing foreign models, transforming
former piloted aircraft into unmanned combat aerial vehicles (UCAVs), and
developing indigenous variants. This is an area of particular emphasis and
investment for China; more than 25 UAV prototypes or models were on
display at Airshow China 2010 in Zhuhai, up from 12 in 2008. Chinese research-
ers are also working on unmanned underwater vehicles (UUVs). For example,
one recent article by PLAN researchers addresses the sonar capabilities of
remotely operated vehicles (ROVs).% Such vehicles could have applications in
ISR and a number of other maritime warfare mission areas.

Digitization of sea charts has also been emphasized.” The National
Institute for South China Sea Studies, for instance, has produced Chinass first
“Digital South China Sea” chart. Extensively tested, it reportedly brings the
PLAN’s charts to international standards and will support its voyages.*

PLAN Training and Education: Preparing for Informatized War at Sea

Chinese planners realize that rapid improvements in the PLAN’s hard-
ware will not be fully effective without corresponding increases in the ability
of its personnel to operate it under realistic combat conditions.® This requires
the PLAN to make corresponding improvements in training and education.”
In keeping with recent PLA-wide guidance from the General Staff Depart-
ment that stresses making exercises more realistic and challenging, the PLAN
has emphasized making sure that training approximates the actual battlefield
environment as much as possible. Official sources indicate that the PLAN has
made a considerable amount of progress in making training more rigorous.”

Citing President Hu Jintaos instructions that military training “must be
raised to a new level through making innovations,” a recent article in People’s
Navy (ARBZE), the PLAN’s official newspaper, elaborates, “We should more
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intensively and extensively carry out battle training, and take battle training in
an authentic environment and in a complicated battlefield situation as a basic
form of conducting campaign and tactical exercises so as to enhance the na-
val units’ adaptability in sea battles under the condition of informatization.””>
Similarly, China’s 2006 National Defense White Paper states: “The PLA con-
ducts training in strict accordance with the requirements for winning local
wars under conditions of informatization” and “takes vigorous steps to accel-
erate the transition from military training under conditions of mechanization
to military training under conditions of informatization.””* Some of these steps
include training to fight in an electronic warfare (EW) environment, conduct-
ing more realistic opposing forces training, increasing the use of modeling and
simulation, and training for joint operations.

Chinese sources frequently highlight the importance of conducting
training under “complex electromagnetic conditions” so that Chinese forc-
es will be prepared to conduct operations in an environment characterized
by jamming and electronic attacks. For example, a January 2007 press report
states: “Starting this year, units from across the entire Army have brought mil-
itary training in a complex electromagnetic environment into line with the
military training outline to ensure that it becomes a part of training and educa-
tional practices and making it required training, learning, and testing content
during the units’ training and in the education of the academies and schools””*
In September 2007, for example, North Sword 0709 involved 2,000 soldiers
equipped with electronic devices that beamed real-time battlefield data back to
headquarters.”” The PLAN is also implementing this guidance, as highlighted
by recent articles in Peoples Navy.”

Training to conduct operations in a complex electromagnetic environ-
ment includes a variety of topics, such as jamming, electronic attacks, recon-
naissance, and electronic deception. For example, a June 2007 North Sea Fleet
(NSF) exercise reportedly incorporated several of these subjects.”” The PLAN
is also conducting opposing forces training featuring “Blue Force” detachments
playing the role of enemy units as part of its drive to improve training for future
informatized conflicts.”® The PLAN is also making extensive use of modeling
and simulation to enhance training. As one recent article put it, “We should
use computer networks, simulation, and virtual reality technology extensively
to develop advanced training means and to promote simulation, base, and net-
work training””® Indeed, the PLA official newspapers are replete with articles
that highlight the employment of modeling and simulation in PLAN exercises.
For example, a recent Liberation Army Daily article highlights the PLAN’s use
of simulation to improve surface warfare training.** In addition, the PLAN is
using simulations to enhance submarine force training.*' The use of simula-
tions reportedly allows units to increase their training efficiency.®
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Another area of emphasis for the PLAN is joint training. This reflects
the conclusion that the Chinese military will have to fight jointly in future con-
flicts. According to one recent article in the PLAN’s official newspaper, “As
profound changes take place in the form of war, future warfare will be integrat-
ed joint operations under informatized conditions. Training is the rehearsal
for war, and what kind of a war we fight determines what kind of training we
should conduct”® Numerous recently published articles highlight the PLAN’s
joint training activities.** Some of these joint exercises have focused specifically
on communications capabilities.®

The PLAN’s participation in joint exercises like these depends on mil-
itary computer networks that connect all of the services. Another article in
the PLAN newspaper relates the details of a March 2006 “online joint train-
ing” exercise: “Yesterday morning, a group of commanders and staft officers
gathered at the operation command center of a certain group army of the
Guangzhou Military Region. Through computers, they synchronized their
actions with commanders of numerous navy, army, and air force units several
hundreds of kilometers away. . . %

Personnel

“In the course of promoting the change of the Navy’s military training
system from a condition of mechanization to a condition of informatization,” a
major PLAN directive emphasizes, “a critically important factor . . . is the qual-
ity of our personnel”® In order to make “training more technology-intensive
and innovative,®® therefore, the PLAN is making substantial efforts to better
manage and educate existing personnel and recruit new ones with improved
skills. This requires the PLAN “to adopt a set of standards and mechanisms
for selecting, promoting, training, using, appraising, awarding, and punishing
staff personnel in the light of the informatization requirements. . . ”* Across
the PLA, China’s 2010 Defense White Paper maintains,

strategic planning, leadership and management of informatization have
been strengthened, and relevant laws, regulations, standards, policies and
systems further improved. A range of measures, such as assembly train-
ing and long-distance education, have been taken to disseminate knowl-
edge on information and skills in applying it. Notable achievements have
been made in the training of commanding officers for joint operations,
management personnel for informatization, personnel specialized in
information technology, and personnel for the operation and mainte-
nance of new equipment. The complement of new-mode and high-cali-
ber military personnel who can meet the needs of informatization have
been steadily enlarged.”
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Nevertheless, there is reason to believe that this remains a difficult challenge.

Major efforts are underway to ensure that PLAN personnel are able to
operate their increasingly sophisticated equipment effectively. To address
discrepancies between the technical specialties of its personnel and the new
demands to which they are subjected operationally, a South Sea Fleet Recon-
naissance Ship Group “arranged for concerned specialists to go to scientific
research organizations for study and development” Each year, the group “ear-
marks nearly 100,000 Yuan for ‘major rewards’ to personnel for outstanding
accomplishments in scientific research and military training. It also allocat-
ed 200,000 Yuan to set up an ‘on-the-job personnel development fund’ to pay
tuition and travel expenses for officers and soldiers engaged in self-study
and examinations”' To facilitate training involving increasingly complex
missiles, torpedoes, and sea mines, a South Sea Fleet base brought skilled civil-
ians from their factories of origin to help “guide and assist” The PLAN strives
to improve informatization training even for crews of its older platforms, such
as East Sea Fleet Jianghu-class frigate Wuxi (Hull 512).” A new Ship Captain
Training Center at Lushun Naval Base, which trains captains of minesweepers
and other smaller vessels, is emphasizing training in “informatization, network-
ing [M#&{k], and integration...”*

As for recruitment, the PLAN, as “one of the high-tech-intensive mili-
tary services . . . urgently needs a large number of high-quality non-commis-
sioned officers with modern science and technology backgrounds and with
the ability to skillfully operate modern weapons and armaments.”” The PLA’s
Strategic Project for Talented People, implemented by the Central Military
Commission in 2003, seeks to prepare future PLA officers and the forces
under their command for informatized war.”® According to a Taiwanese report,
since 1999 this program has “given scholarships of 5,000 Yuan per year [$625
at 2007 exchange rates] to outstanding students in information engineering
related programs at Qinghua and Beijing Universities” Following graduation,
the students reportedly serve at an “All-Army Network Technology Research
Center” (£ FEMER AR HL). During winter break in 2000, apparently,
more than 40 scholarship recipients practiced at the Research Center and over
300 “network assassins” currently work there.”

Education

As part of a project for establishing key military educational institutions
during the 11" Five-Year Plan period, the PLAN “continues to focus efforts on
building a number of institutions and research centers for disciplines and spe-
cialties that are important in building an informationized military and winning
informationized wars”*® Transformation of teaching materials has reportedly
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become the “top priority of all priorities” for many of these institutions. In
this regard, the PLAN Command Academy has “actively made explorations
and fruitful experiments, continuously updated the contents of the teaching
materials, improved the teaching material system, and enhanced the level of
teaching material development”® In addition to these high-level initiatives, a
variety of measures are afoot to ensure that more PLAN personnel are provid-
ed with opportunities for further education through everything from special
classes to libraries and local area networks with educational materials.

Remaining Challenges

Despite the aforementioned improvements, according to Rear Admiral
Yang Yi, “The Chinese military has still not completely achieved mechani-
zation, and we are even farther from establishing an informatized force”'®

According to a major PLAN commentary,

At present, the simulation devices used by naval units in their military
training on the whole cannot satisfy the actual military training needs
and still lag behind the development of armament. The insufficiency of
simulation training devices has become a major “bottleneck” that re-
strains efforts to build fighting capacity in naval units. In practical train-
ing, it is hard for us to simulate a strong “blue force,” but things may be
completely different on the network platforms. The attacks there seem to
be more authentic.'”

The use of local area networks in naval education, for instance, has been
impeded by lack of familiarity with the demands of informatization, challenges
of network management and maintenance, concerns regarding information se-
curity, and the desire of some higher-ranking officers to monopolize access to
information.'”” According to Ren Xiao, associate dean of the Institute of Inter-
national Studies at Fudan University, “although rapid progress is being made in
various aspects of the PLA building, because of the comparatively weak foun-
dation and low starting point for modernization and the incomplete condition
of mechanization, the process of informatization in the PLA remains at an ini-
tial stage, and the modernization level still lags substantially behind that of the
world’s military powers.”'* Articles in People’s Navy also acknowledge that the
ability of PLAN personnel to implement reforms effectively remains a major
constraint on informatization efforts.'™ It is important to recognize, however,
that People’s Navy often serves a didactic function to call attention to areas that
need improvement. This in no way constitutes a self-assessment by the PLAN
that implies despair at improving the situation. Indeed, there have been great
improvements in recent years, albeit from a relatively low baseline by Western
standards.
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Implications for Joint Operations and C2

This section analyzes the implications of PLAN informatization. The first
part of the section addresses the implications for the PLAN’s ability to conduct
joint operations. The second focuses on the implications for the C2 system.

Naval Informatization and Joint Operations

Numerous recent PLA publications emphasize the importance of joint
campaigns and joint operations.” In The Science of Campaigns, for example,
the authors describe joint campaigns as “the primary form of future warfare.”'%
PLAN publications also consistently emphasize the growing importance of
joint operations, which many authors connect to the challenges of informa-
tized operations in a complex battlefield environment. According to one article
on the modernization of Chinese naval power, “under informatized conditions
the structure of the equipment for the ships has been changed and the electron-
ic systems have become a main component for the weapons and equipment. ...
the battlefield environment has changed, and operation assurance is facing the
challenge of the complex electro-magnetic environment. . . . integrated joint
operations have become the main operational pattern.”'?”

Chinese military authors define joint campaigns as campaigns that
involve the participation of two or more services, and in which all partici-
pating forces operate under the direction of a joint campaign command.
According to The Science of Military Strategy, for instance, “The strategic co-
ordination refers to the coordinated and concerted actions taken according to
the tasks, space and time by different strategic groups and different services
and arms carrying out strategic tasks so as to realize the overall strategic aim?”
Strategic coordination of this type is the responsibility of the strategic command
authorities.'® The writings on joint campaigns imply the equivalence of all of
the participating services. This is potentially controversial in a military tra-
ditionally dominated by the ground forces. In Dean Chengs words, this
emphasis on the equality of the services in joint campaigns marks a “funda-
mental and major shift in PLA culture™®

Joint operations and informatization are expected to play a prominent
role in a variety of campaigns in which the PLAN might be called to participate.
Chapter 12 of The Science of Campaigns, “Joint Blockade Campaign,” for instance,
emphasizes the need to achieve objectives rapidly in a complex battle environ-
ment by jointly implementing an air, maritime, and information blockade.° The
last entails “actively destroy[ing] the enemy’s important ground information in-
stallations, disrupt[ing] the enemy’s satellite and radio channels, cut[ting] off the
enemy’s submarine cables and cable channels . . . [and] smashing the enemy’s
information warfare capability”'"! In an antiair raid campaign, it is also thought
necessary to “apply all kinds of information attack operational weapons and
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equipment to jam, suppress, damage, and destroy the enemy air raid information
system? In “Offensive Campaigns Against Coral Island Reefs,”

It is essential to synthesize the use of the various means of reconnais-
sance, and establish a perfected intelligence and reconnaissance archi-
tecture [{EHRIZLAF] in order to provide real-time intelligence [SERY
1%#R] for campaign operational activities. Furthermore, it is essential to:
synthesize the use of multiple signals connectivity measures; establish a
single organic vessel-, aircraft-, island- and shore signals network body;
hold in reserve signals troops as well as a specified quantity of spare
signals materials parts; and safeguard the speed, accuracy, secrecy and
continuity of campaign communications.'"

Joint campaigns require joint campaign command structures, which
are responsible for coordinating service activities in pursuit of the overall
campaign objectives. According to Dean Cheng, the chief roles of the joint
campaign command are “resolving issues of timing, phasing, and various oth-
er aspects of coordination”''* According to the Science of Military Strategy, the
command and communications systems of troops under the same command
or participating in coordinated operations must be interoperable.'® Technical
interoperability of C4ISR assets is a necessary, but not sufficient, condition for
the development of joint operational capabilities.

The PLA is clearly striving to develop the capability to plan and conduct
joint campaigns, but Chinese authors suggest that it is still in the preliminary
stages of “jointness” Dean Cheng highlights a 2002 Liberation Army Daily
article in which the author characterizes the achievement of a true joint
operations capability as a three-stage process. In the first stage, considered
preliminary joint training, there are three unbroken eggs in a bowl. In the
second stage, which is characterized as limited joint training, the three eggs are
broken. It is only in the third stage, however, that the eggs are mixed togeth-
er and all-around joint training is achieved. The article implies that the PLA is
still relatively early in this process, though it aspires to move forward so that it
will ultimately be able to conduct the more sophisticated types of joint train-
ing and operations.'* Nonetheless, it is important to highlight that Chinese
writings on joint campaigns focus on achieving jointness at the operational
level, rather than jointness at the tactical level as practiced by U.S. forces.
Furthermore, as ONI noted in its 2009 report on Chinese naval modernization,
“Emphasis on jointness has been noted in exercises, professional education,
and logistical planning, yet significant challenges still exist. Progress continues
to be hampered by a decades-old domination of the Chinese military by the
army, which remains at many levels'"’

The PLA still faces several potential problems, many of them bu-
reaucratic and institutional. Perhaps the most important of these is a highly
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centralized and hierarchical command structure and organizational culture
that is averse to delegating decisionmaking authority to lower levels, much
less junior officers and NCOs. Another potential roadblock is institution-
al resistance and bureaucratic opposition resulting from the tendency of joint
campaigns to emphasize the importance of the PLAN, PLA Air Force (PLAAF),
and Second Artillery and to downplay the traditional dominance of the army.
The Chinese military has recognized that organizational reforms and changes
in command structure are required to support the conduct of joint opera-
tions. Achieving these changes will require overcoming institutional resistance.
Developing a manual (gangyao''®) for joint operations, an accomplishment
almost 10 years in the making, was just the beginning of what will probably be a
long and difficult process of reorganization and institutional change.

Still another challenge is the PLAs almost total lack of real experience
conducting joint operations (the only historical example being the relative-
ly small-scale Yijiangshan campaign in 1955; the rest of the PLAs warfighting
experiences were at most combined arms campaigns).'”® As the 2006 DOD
report on Chinese military power points out, “Although the PLA has devoted
considerable effort to developing joint capabilities, it faces a persistent lack of
interservice cooperation and a lack of actual experience in joint operations.”'*
Finally, the PLA faces the challenges of undertaking so many major changes
simultaneously.”” In short, the PLA will likely encounter a variety of challeng-
es as it moves forward with the development of joint operations capabilities.'*?
Nevertheless, the PLA has already made considerable progress and is clearly
determined to further enhance its ability to conduct joint operations.

Recent publications suggest that at least some in the PLA believe China
will eventually need to reach a level of integration comparable to the level of
“jointness” in the U.S. military. According to one article by a student at the PLA’s
National Defense University, “All of the ground, air, naval, space, electromagnet-
ic and other forces must be blended together and this system must be organized
by tasks, not by services or space. The combat forces of the various services and
branches must be mixed together to a high degree”'* Such a level of integration
would require an interoperable communications system that links the ground
forces, PLAAF, PLAN, Second Artillery,"** and a “continuous command deci-
sion-making process” [EE£eRIFEIER K WFE], rather than a “coordinated joint
operations command process based on running around in circles” [fEFNFE R

hEIEER S R TEIE AR ]
Naval Informatization and the C2 System

In addition to informatization’s effect on the PLAN’s ability to conduct
joint operations with the other services, the introduction and integration of ad-
vanced information technology is also likely to influence the PLAN’s approach
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to command and control (C2). The PLA has a tradition of highly centralized
command. This tradition derives from a variety of sources, including the
political system, institutional culture, and organizational structure.

Chinese scholars argue that the PLAs general staff organizational
structure is conducive to centralized C2. According to Peng Guangqian and
Yao Youzhi, two major generals with significant ability to shape PLA strate-
gy as advisers to Chinas powerful Central Military Commission (CMC) and
Politburo Standing Committee, “The form of general staff is beneficial to the
centralized command and control of the troops.”*® Moreover, for the PLA,
unity of command historically has meant centralization of command. Mao
emphasized centralizing the decisionmaking responsibility in the hands of a
small number of senior leaders or even one person.’” This tradition appears
to have considerable staying power. According to Peng and Yao, for example,
“All the decision-making power and command authority on issues concerning
the overall war situation should be centralized to the strategic commander and
the strategic commanding authorities”'?® Moreover, they write, “No services
and arms or units shall be allowed to change the operational objectives and
operational plans specified by the strategic commander and the strategic com-
manding authorities without authorization.”*

Given the PLA’s long tradition of centralized command, it seems en-
tirely possible that China will choose to use its improved C4ISR capabilities
to make centralized command function more efficiently and effectively.
Chinese authors have certainly recognized the potential of enhanced com-
munications capabilities to enable higher-echelon decisionmakers to function
more effectively. For example, Peng and Yao argue that advances in information
and communications technology have “significantly enhanced the efficiency of
strategic command.”**

High-bandwidth secure communications, for instance, allow strategic
leaders to transmit plans and other operational documents electronically in
real-time and hold videoconferences with their subordinates instead of travel-
ing to the front for face-to-face meetings. According to Peng and Yao: “Under
high-tech conditions and with the aid of the strategic command automation
system, the form of assigning strategic tasks orally, realized only face to face in
the past, can now be actualized between different places, and assigning strate-
gic tasks in the past by written operations documents can now be completed
through computer network in real time””*' Specifically, they add, “Practices
[have] proved that the very strict system of reports and requests for instruc-
tions was a very effective method of the PLA to conduct strategic supervision
and inspection”"** “Under modern conditions,” therefore, “special attention
should be paid to making use of the high-tech strategic command automation

system to conduct the supervision and inspection.”**
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Supervision and inspection are not supposed to degenerate into med-
dling for its own sake, however. The purpose of supervision and inspection
activities is to make sure that the actions of the PLAs combat units accord with
the commander’s strategic intent. “It can be said that conducting strict and
scientific supervision is one of the good traditions of the PLA in its strategic
command. And this good tradition is still of great significance to the strategic
command under high-tech conditions”***

There are also strong incentives to consider decentralizing authority,
at least to some extent. Indeed, notwithstanding the strong emphasis on the
role of the strategic commander and the centralized command system, PLA
writers suggest that strategic decisionmakers should not attempt to micro-
manage activities at the tactical and operational levels. According to Peng and
Yao, “The strategic commander has command and control authority over all
military troops up from the strategic operational groups down to the units and
elements. However, due to the high level of strategic command, it is neither
necessary nor possible for the strategic commander to closely command and
control all the details of all the armed forces’ operations.”'**

Having more information at higher echelons is not necessarily better;
huge amounts of data may simply overwhelm strategic commanders. As Peng
and Yao write: “Under the high-tech conditions, the glut and overload of stra-
tegic information have increased to a large extent the difficulties of strategic
judgment . . . it's not an easy job to retrieve and pick out valuable strategic
information when the total sum of strategic information has greatly increased.”
Furthermore,

the high-tech means of reconnaissance, intelligence and communication
can blow away to a certain extent the traditional “fog of war,” but at the
same time they can change the manifestation of uncertainty in war, thus
adding a new “fog of war” Therefore, under the high-tech conditions,
making sound strategic judgment demands dealing effectively with the
information overflow, and processing and utilizing the information in a

scientific way."*

Centralized command does not mean that strategic commanders should
micromanage operations or that lower-level commanders should never take
the initiative in response to a rapidly evolving situation on the battlefield. As
Peng and Yao put it:

Emphasizing the centralized unity of command does not necessarily
mean that the strategic commander and the commanding authorities
can interfere in and even run the whole show of his subordinates’ com-
mand. In the course of conducting the strategic command, the strategic
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commander and his commanding authorities should permit and en-
courage, under the prerequisite of not infringing the overall strategic
intention, the junior commanders to give full play to their subjective

initiative and creatively fulfill their operations tasks."”

Moreover, “If flexibility is pursued without due consideration for the
overall situation or each goes his own way on the pretext of flexibility, the coop-
eration and coordination of the overall strategic situation shall be affected, and
the smooth realization of the whole strategic plan shall be affected and even
undermined. Therefore, to conduct highly efficient strategic command, high
unity of the initiative, the flexibility and the planning must be persisted in"**

Wartime emergencies may result in extreme centralization of command,
or devolution of authority to commanders at lower levels, depending on the
circumstances.

Certainly, major doctrinal writings stress the importance of the strategic
commander being able to handle all foreseeable contingencies:

After the commencement of war, the strategic commander regulates
the operations of his subordinates through his strategic determination
and strategic plan. In the course of war, many unpredictable things often
come about with the changes of the battlefield situation, and the strate-
gic commander must make a correct assessment of the situation, make
timely adjustments to the strategic plan, address different situations flex-
ibly and hold firm the helm of command to lead the war to victory.'*

Also, “Under emergencies, the junior commander should be given the
authority to make prompt decisions and act according to circumstances.”'*’

But Chinese texts also indicate that decisionmakers at the General Staff
Department (GSD) or CMC level may directly exercise command over lower-
echelon units under emergency circumstances. According to Peng and Yao, in
wartime emergencies, “the supreme headquarters can bypass the immediate
leadership to exercise its command.”**!

More broadly, PLA writers appear to be engaging in a debate about the
advantages and disadvantages of centralized and decentralized command
systems. Some PLA authors argue that conducting complex joint firepow-
er strikes requires centralized command. They contend that there must be
centralized and unified planning, organization, control, and coordination
to conduct high-efficiency integrated firepower strikes. They point out that
participating forces belong to different services and branches, so command
relationships are complex and carrying out operational tasks will require
temporary partnerships, which means that organization will be difficult.
Consequently, there must be centralized control of all of the services’ and
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branches’ firepower strike forces to assure the timeliness, continuity, and
coordination of firepower strike operations.'*?

Other PLA writers appear to favor a C2 system that gives greater au-
tonomy to junior leaders on a more routine basis, not just under emergency
conditions that impede communications with higher-level commanders.

Chinese analysts recognize that there are inherent trade-offs between
centralized and decentralized command systems.'* Indeed, PLA officers are
engaging in debates about command relationships and organizational culture.
Some parts of this debate have taken place indirectly through the PLA’s anal-
ysis of U.S. military operations. For example, the PLA’ official history of the
Gulf War, produced by the PLAs Academy of Military Science (AMS), cred-
its “flexible command” with enhancing the combat effectiveness of coalition
forces."** According to the Military History Research Department of the AMS,
which edited the volume, “In the Gulf War ground campaign, in order to bring
into play the initiative and creativity of lower-ranking commanders the U.S.
military widely adopted a style of command that placed responsibility in their
hands”'** Higher-level planners indicated the tasks that had to be complet-
ed, but substantial autonomy and responsibility were delegated to lower-level
commanders to determine how best to complete the assigned tasks. The ed-
itors’ evaluation of this style of command is clearly highly favorable. They
assess that the “task-oriented style of command” was one of the main reasons
that U.S. forces won the war so quickly. They also note with approval that “the
flexibility of this type of command was reflected in the ability of commanders
to rapidly reach new judgments and change their original decisions in response
to changes in the battlefield situation.”'*

In contrast to the flexible approach of U.S. and coalition forces, Iraq’s
command arrangements were outdated and further diminished its chances of
winning the conflict. On the Iraqi side, “command authority was excessively
centralized, limiting the initiative of lower-level commanders”**” The overcen-
tralization of authority also meant that when Iraqi forces in the field lost con-
tact with higher-level commanders, they were unable to respond to changing
situations with any flexibility. Although the authors of the volume do not apply
this analysis explicitly to command in the Chinese military, their assessment
seems to convey some implicit criticism of the PLA’s own traditional, highly-
centralized style of command, and to suggest that more autonomy should be
devolved to commanders at lower levels.

The informatization of the PLAN, especially advances in ISR and com-
munications capabilities, may offer China the opportunity to employ a more
flexible and responsive C2 system that relies on “directive control” and “mis-
sion type orders” to meet the challenges of joint operations in high-tech
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regional wars. The terms “directive control” and “mission type orders” derive
from the German concept of Auftragstaktik, which calls for general guidance
rather than highly centralized oversight of operations. This decentralized ap-
proach is considered a central element of C2 for modern joint operations.'*®
It is associated with individual initiative and independent decisionmaking at
relatively low levels. Senior commanders tell junior commanders what ob-
jectives to accomplish, but allow their subordinates to determine how best to
accomplish the mission. According to Keithly and Ferris, “Skillful command-
ers, guided by doctrine, should be able to develop and exercise suitable tacti-
cal moves in an operation on their own initiative, achieving mission objectives
in accordance with theater operational and strategic goals. Directive control
allows commanders to adapt to changing circumstances, exercise flexibility,
demonstrate initiative, anticipate events, and thereby gain tactical and oper-
ational advantage”'* Although adopting such an approach would appear to
offer significant operational advantages to the Chinese military and to com-
plement the PLA’ evolving doctrine, a number of obstacles would potential-
ly stand in the way of such a dramatic transformation. The most important
of these obstacles are the PLA’ tradition of highly centralized C2 and an or-
ganizational culture that does not appear to encourage junior officers to take
the initiative. If these hurdles could be overcome, successful implementation
of a more flexible C2 system would require providing training and education
aimed at developing junior leaders capable of taking the initiative and seizing
fleeting opportunities on the battlefield.

To be sure, modern military commanders have not always used advanc-
es in technology to support the delegation of authority to lower echelons. On
the contrary, in many cases, they have sought to use technology to improve the
efficiency and effectiveness of centralized C2. As Keithly and Ferris point out,
“technology can be a two-edged sword, especially when developments lend
themselves to ever-greater centralization of execution, and in extreme cases
to battlefield micromanagement”* It is entirely plausible that the PLA will
pursue this well trodden path instead of exploiting technological advances to
implement a “directive control” or “mission type orders” system, especially
given its institutional predispositions. Indeed, it remains to be seen how the
PLA will adapt its command style to changes in doctrine and improvements
in information and communications technology. Enhanced IT and C4ISR
systems capabilities could permit the PLA to give greater decisionmaking
authority to lower-level commanders. At the same time, however, the mod-
ernization of the communications infrastructure could just as easily reinforce
strong organizational tendencies to favor highly centralized C2 arrangements,
as seems to have happened in some recent U.S. military operations.



272  ERICKSON AND CHASE

These are challenges that the entire PLA must confront, but there are
also several service-specific issues that PLAN commanders will need to resolve
in the coming years. First, C2 of PLAN assets is somewhat complicated due to
the organizational structure of the PLA. The commanders of the PLAN’s three
fleets answer both to PLAN Headquarters and to regional military command-
ers. As Peng and Yao point out:

The command departments of the military area commands shall be di-
rectly responsible for the command of the joint services and combined
arms operations within their respective military areas in wartime. The
PLA has adopted a dual command system for the Navy and Air Force
troops. When the Navy or Air Force troops carry out operational tasks
alone or as the main force, the supreme headquarters administers its
command through the command departments of the Navy or Air Force;
when the Navy or Air Force carry out operational tasks in cooperation
with other services, they are under the command of the command de-
partment of the corresponding military area command.""

Second, the deployment of SSBNs will present the supreme command
and the PLAN with special challenges. The supreme headquarters exercises
direct C2 over China’s strategic missile forces through the Second Artillery
Corps.'** Presumably, the supreme headquarters would also exercise direct C2
over deployed SSBNs through the GSD or PLAN Headquarters.

Centralization is essential for SSBN C2, particularly in the highly
centralized PLA. Insights into C2 are extremely difficult to obtain, but re-
cent research relevant to Chinas submarine force offers preliminary sugges-
tions. According to John Wilson Lewis and Xue Litai, China’s SSBN force,
like all other nuclear units, is overseen by the Strategic Forces Bureau. This
is intended to ensure that “Only the [Central Military Commission] Chair-
man . . . has the authority to launch any nuclear weapons after getting the
concurrence of the Politburo Standing Committee and the [Central Military
Commission] 1%

The PLAN has been working to achieve secure, reliable SSBN commu-
nications for more than two decades.'** However, it remains unclear to what
extent centralized SSBN command, control, and communication (C3) is
possible for China across the range of nuclear scenarios. “At present China’s
communications infrastructure is vulnerable to a first strike,” Garth Hekler,
Ed Francis, and James Mulvenon contend.” This points to another critical
problem for the PLAN: ensuring the ability to communicate with SSBNs in an
environment in which its C2 system has been degraded.'*
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Conclusion

Enhancing China’s naval capabilities is a key component of China’s mili-
tary transformation, as reflected by several recent leadership statements on the
importance of naval modernization and the development of several new class-
es of surface ships and submarines in recent years. Moreover, informatization
is clearly a central aspect of PLAN modernization, and naval C4ISR modern-
ization will have important implications in areas such as joint operations and
command and control. Chinese C4ISR modernization has become a top pri-
ority, and PLAN informatization appears to have made some impressive prog-
ress in recent years."”” “In line with [the PLA’] strategic objective of building
informationized armed forces and winning informationized wars,” China’s
2010 Defense White Paper maintains,

Significant progress has been made in building information systems for
reconnaissance and intelligence, command and control, and battlefield
environment awareness. Information systems have been widely applied
in logistics and equipment support. A preliminary level has been achieved
in interoperability among command and control systems, combat forces,
and support systems, making transmission of orders, intelligence distri-
bution, command and guidance more efficient and rapid.'*

Indeed, there appears to be tangible evidence of Chinese efforts to
achieve all of the abstract concepts reflected in Chinese writings:

m The PLAN appears to be pursuing a full range of sensors across the
radio frequency (RF) and acoustic spectrums.

m New PLAN weapons reflect efforts to increase speed (and thus de-
crease enemy reaction time), reduce signature and thus observability
(again, decreasing enemy reaction time), and increase the sophistica-
tion of seekers.

m The PLAN is pursuing new communications capabilities across the
RF spectrum.

m In C2, the PLAN is seeking increased automation and data links.

m The PLAN is fielding a broad range of new space systems for naviga-
tion, sensing, and communications, as well as antisatellite capabilities.

m The PLAN is seeking sophisticated capabilities for computer network
attack and exploitation.

m The PLAN is pursuing kinetic information warfare and signal jam-
ming capabilities.
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For nearly every operational concept, one can see tangible evidence of
systems development, and perhaps even more so than China’s military com-
petitors in the area of information denial. Clearly, the PLAN is serious about
the hardware aspects of naval informatization. At the same time, however, at
least three broader and no less important questions remain unanswered.

How Unique Are Chinese Concepts of Informatization?

The first unanswered question is whether there is anything in the
Chinese concept of informatization that is radically different from Western
characterizations of the role of information and information and communica-
tions technology in modern warfare. It is not evident from the Chinese sources
that there is anything truly unique about how Chinese strategists view the im-
portance of information and information superiority. Some of the Chinese
writings are undoubtedly attempts to assimilate and repackage ideas that are very
familiar to readers of U.S. and Western writings on “network centric warfare,”
information dominance, and related concepts. It is possible that these similari-
ties are an artifact of a translation process that seeks to fit uniquely Chinese con-
cepts into more familiar U.S. and Western terminology. But it seems more like-
ly that these are more or less universal conceptions of the role of information in
modern warfare that are quite consistent with U.S. and Western thinking. Open
source writings offer good insight into Chinese thinking with respect to informa-
tion in warfare, but Chinese thinking is still evolving and Chinese theorists seem
to be in roughly the same position as U.S. proponents of network centric warfare
with respect to connecting abstract concepts to operational practice. Indeed, the
actual connection between abstract theory and practice remains unclear and the
question of how long it will take to go from theory to practice remains unan-
swered. Nevertheless, if the PLAN conception is very different from that of the
U.S. Navy, the latter might be surprised by how close the PLAN is to making the
conceptual transition."”” Consequently; it will be important to watch the trends in
both PLAN writings and practice to see how these developments play out in both
the short and long term. Of perhaps most critical concern would be any evidence
of radically different, asymmetric approaches to informatization and the attain-
ment and exploitation of information dominance that could offer China military
capabilities a relative level of power that is now unforeseen.

How Informatized Does the PLAN Really Need to Be?

The second of these broader questions centers on how close the Chinese
are to achieving the so-called “informatized force” The PRC’s 2006 Defense
White Paper established a goal of being able to fight and win informatized wars
by the mid-21% century. This reflects a perceived relative and persistent gap
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between the Chinese armed forces and the world’s most advanced militaries
that Chinese writers often suggest will take decades to overcome. But it also
raises the issue of distinguishing between the “ideal” capability the Chinese
military seeks to establish in the long term and that which might simply prove
“good enough” in the relatively near term.

For the most part, Chinese analysts tend to overestimate U.S. and West-
ern capabilities and portray themselves as backward by comparison. Certain-
ly many Western observers continue to denigrate PLA capabilities and note
that even some of the Chinese military’s recent achievements are relatively
simplistic by U.S. standards. These limitations certainly merit examination:
perhaps China’s greatest C4ISR challenge is “bureaucratic data fusion,” as
different organizations control different elements of sensor architecture yet
lack joint operational experience, control of some space assets changes from
peacetime to wartime, and a robust interservice struggle is underway for over-
all control, the outcome of which remains unclear.

But one should ask how often U.S. forces actually implement such a
complex “system of systems” in practice themselves. A relatively simple system
of deconfliction by time or geographic area with disparate platforms might
actually be “good enough” to allow the PLA to achieve its objectives under
most circumstances.

The most common criticism of Chinese capabilities is the apparent lack
of a sophisticated sensor-to-shooter data fusion capability for utilizing long-
range, precision-strike weapons. This may be a valid critique, but the need for
a complex C4ISR system should not be overstated. This is the case for three
reasons. First, much of the need for sophisticated target data fusion can be
mitigated by building smarter missile seekers that perform target discrimina-
tion that is good enough for a given missile inventory. The United States still
maintains a man-in-the-loop to prevent collateral damage and fratricide. The
Chinese might have fewer qualms about such occurrences and thus leave much
more of the targeting “decision” to the missile itself. Second, the Chinese cer-
tainly put a premium on missile speed to rapidly exploit often-fleeting data on
mobile targets and reduce the need for target tracking. For instance, a typical
short-range ballistic missile flight time to maximum range is on the order of
6-7 minutes, that of a medium-range ballistic missile 10-11 minutes. Third,
numbers matter. The notion of “one weapon, one target” may not be applica-
ble to the Chinese military. At some point, the cost of discriminating targets
from nontargets exceeds the cost of destroying all possible targets. A low con-
cern for collateral damage and fratricide makes classification by destruction an
attractive option. China is fielding land attack and antiship missiles in numbers
that reach well into the thousands.
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In short, the PLAN might have a very different metric for integrated
C4ISR than that of the U.S. Navy. The U.S. concept emphasizes having “one
weapon, one target” on the battlefield and minimizing collateral damage. The
PLAN could mitigate many of the sensor and fusion problems with a large ar-
senal and classifying “by destruction,” particularly if collateral damage is not
much of a concern. The Chinese notion of C4SIR requirements might differ
from that of the U.S. Navy, and the PLAN might achieve an employable capa-
bility with surprising rapidity, especially if it pursues one that is relatively crude
by U.S. standards, but that is nonetheless “good enough” to meet operational
objectives.'®

How Will the PLAN Resolve Two Critical Informatization Debates?

Perhaps most interesting in the Chinese writings examined are the on-
going debates arising from increased informatization. These will be very
insightful to watch as the PLA struggles with some of the same basic issues that
are being debated in the U.S. and Western militaries. Two major debates merit
elaboration here.

The first concerns the offense-defense balance in information warfare,
that is, the issue of information assurance versus information denial. The con-
ceptual goal is obviously full information assurance for one’s own forces and
complete information denial to the enemy’s forces. More likely this is some type
of balance depending upon capabilities and geography. One could posit that in-
formation assurance tends to favor short-range operations close to home (where
one can rely on land lines and high power line-of-sight communications), i.e., in
the Near Seas; while information denial might predominate at long range away
from home, i.e., in the Far Seas (where one becomes reliant on satellite commu-
nications and long-range RF signals that might be jammed or geolocated). It will
be interesting to see how this debate progresses in Chinese writings, especially as
strides are made in perhaps creating a regional blue-water navy.

A related question that remains unanswered is whether the PLAN will
develop unrealistic expectations about the potential of informatization. In
the United States and other countries, some observers have gone so far as to
suggest that the widespread employment of advanced information technology
will dramatically reduce or perhaps even eliminate much of the confusion
and uncertainty of the battlefield. Recent military operations have shown the
value of advanced information and communications technology, but have
also demonstrated some of its vulnerabilities and limitations. Advances in
informatization will dramatically improve the Chinese military’s situational
awareness and communications capabilities, but these changes will not elim-
inate the problems of friction and the fog of war for the PLA any more than
they have for any other modern military. As Keithly and Ferris warn, “A grave
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contemporary mistake is to regard technological advances in communications
as a means finally to overcome the fog and friction of war”¢! It remains to be
seen whether the PLA will heed this warning.

In this vein, a key possibility that Chinese planners must consider is that
the PLAN’s continuing development of modern C4ISR capabilities will not only
enhance its ability to operate effectively, but also increase its vulnerability to C2
warfare. As the PLAN becomes more reliant on high-tech C4ISR systems, it will
need to be prepared to contend with electronic, computer network, and kinetic
attacks designed to disrupt or deny its ability to use these new capabilities.
Indeed, the PLAN—along with the rest of the Chinese military—will likely need
to devote just as much attention to protecting its own C4ISR capabilities as it will
to degrading or destroying those of its potential adversaries. Here PLAN writ-
ings do not yet seem to offer a definitive conclusion with respect to the offense-
defense balance. The Chinese appear to be pursuing both efforts with equal
vigor, both practically and theoretically. One could conclude that for short-
range C2, where nodes can be connected by land lines, connectivity will gen-
erally trump efforts to deny it, but for long range C2, where nodes must be
connected by RF signals, interruption will generally trump efforts to main-
tain connectivity. PLAN writings do not yet offer a definitive assessment of
this problem, but it would seem to be quite important for future Chinese naval
operations, including the prospects of PLAN power projection beyond areas in
which China can rely on “using the land to control the sea” (VAR 7). 162

The second debate concerns the appropriate balance between cen-
tralization and decentralization. The conceptual goal for most militaries is
centralized planning and decentralized execution—that is, empowering the
lowest levels with information so that they can leverage superior tactical train-
ing and initiative. Certainly the practical experience in the West does not
always match this conceptual goal. Indeed, many times the reality is that “com-
manders who can control, do control” This is certainly an issue that has been
raised in Chinese writings—with the so-called “10,000 mile screwdriver” as evi-
dent to them as it is to us. The issue of decentralized operations will likely be a
more difficult issue for the PLA, which is not known for valuing and cultivating
battlefield initiative in the high-technology operations called for in modern war.
In particular, Chinese writings seem to reflect the opposite view, that informati-
zation should offer the provision of decentralization in emergencies. Indeed, one
could conclude that some of their key efforts at informatization are intended to
increase rather than decrease centralized control.

Nonetheless, PLAN “connectivity” theories and efforts do appear
to have provoked a debate between advocates of centralization and pro-
ponents of decentralization. The historical experiences of other navies
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suggest that centralization tends to win out if connectivity can be maintained
(e.g., commanders “will command what they can command”). If connectivity
is denied, however, then forces have tended to fall back on decentralized
execution, with tactical training generally carrying the day. It is possible
that China will seek to mitigate relative tactical training deficiencies by
“taking the man out of the loop” at the tactical level. Depending upon the
offense-defense balance, the PLAN might become very good at short-range
operations, but face serious problems at long range where RF sensor-to-
shooter links might be effectively denied.

On a more concrete level, it remains to be seen whether the PLAN
will use its enhanced C4ISR capabilities to push information down to low-
er levels and empower junior commanders to make decisions, or instead at-
tempt to leverage new ISR capabilities and growing communications capacity
to further strengthen centralized C2 at higher echelons, which would prob-
ably be more consistent with the Chinese military’s present approach to C2.
Although hardware modernization garners much of the attention from out-
side observers, there is a strong case to be made for devoting more atten-
tion to some of the less readily quantifiable factors such as “software” reforms
and the organizational culture of the PLAN, which will likely prove to be
equally important determinants of the extent to which naval informatization
will translate into greater combat effectiveness and an improved ability to
conduct joint operations.

The overall implication could be that China is on a path to conduct
highly effective centralized operations close to China itself. This may be useful
in an access denial role, but might also be an effective limitation on China’s fu-
ture power projection in which information assurance decreases with distance.
Clearly, the evolution of the theory and practice of naval informatization will
merit careful observation.
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