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 DR.  ERICKSON:   Chai rman Bartholomew, Vice Chai rman 

Blumenthal ,  Commissioners  Reinsch  and Wortzel ,  thank y ou very much 

for  this  opportuni ty to  d iscuss  with you today the  very important  topic 

of  China 's  mil i t ary modernizat ion.  

 I  must  give substant ial  cred i t  to  my fe l low scholars  at  the Naval  

War  Col lege 's  China Mari t ime Studies  Ins t i tute,  CMSI,  especial ly 

Di rector  Lyle  Golds tein and Professor Wil l iam Murray.   With your  

permission,  I  would  l ike to  submit  for  the  record a smal l  amount  of  our  

col laborat ive  research  concerning China 's  naval  modernizat ion ,  which 

draws extens ively on Chinese language sources .  

 Final l y,  l et  me emphasize  that  everything I 'm about  to  say,  as  

you wel l  know,  represents  my personal  opin ion as  a  scholar  and should 

be  in  no way const rued to  represent  the  pol icy or  es t imates  of  the  U.S.  

Naval  War Col lege,  the  U.S.  Navy or  any other  element  of  the  U.S.  

government .  

 You asked me to  comment  on  China 's  abi l i t y to  conduct  joint  

warfare .   There i s  l i t t le  doubt  that  the People 's  Libera t ion Army 

real izes  that  conduct ing joint  warfare i s  a  cr i t i ca l  element  of  

conduct ing l imited  local  wars  under  high tech condi t ions .  

 The PLA has  observed  the U.S.  closely,  part icular ly in  

Operat ions Desert  S torm/Desert  Shield and Operat ion Iraqi  Freedom, 

and recognizes  the need  to  improve i ts  joint  capabi l i t i es .   The quest ion  
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of  how good the PLA is  at  conduct ing joint  warfare ,  however ,  i s  

di f f icu l t  to  answer .   We see  some indicat ions that  PLA exercises  are  

moving towards jointness ,  but  our  research has  not  yet  revealed how 

successful  the PLA has been  in  actual ly  accompli shing these goals .  

 There  is  a lso  no doubt  tha t  the PLA is  ful ly commit ted  to  being 

able  to  dominate  the  bat t le  space of  the l i t to rals  around China  wi th  an 

intense  focus  on the  waters  and area around Taiwan.  Everything the  

PLA is  developing,  with  the  except ion  of  i ts  ICBM for ce,  ba l l is t i c  

missi le  submarines ,  and perhaps i ts  nuclear  powered submarines  and 

landing plat form dock,  seem s to be  devoted to  this  cause in  our 

es t imat ion.  

 Some of  the PLA's  more  modern ships  and ai rcraft  wi l l  al low i t  

to  ex tend  i ts  combat  power  s l ight ly further  into the  South  China Sea 

and,  to  a  l imited ex tent ,  into parts  of  the Western  Pacif ic .  

 As you know,  the  PLA Navy i s  al so capable  of  sending some 

l imited  number of  warships  on occasional  t r ips  across  oceans.   These 

deployments ,  however,  a re sever ely l imi ted  by the l imited  number of  

replenishment  vesse ls .   While  China 's  shipyards are ful ly capable  of  

bui lding vessels  tha t  could perform those replenishment  operat ions ,  

such ships  apparent ly are  not  current ly being bui l t .  

 This  suggests  to  us  that  at  least  for  the t ime being,  China is  

l imit ing i ts  mil i tary,  part icu larly i ts  naval ,  focus  to  mat ters  closer  to  

home.  

 Thus,  China 's  power  project ion capabi l i t ies  seem to be focused  
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on the Taiwan cont ingency.   There i s  l i t t le  evidence to  show that  the 

PLAN i s  developing  the capabi l i t ies  necessary to  ex tend i ts  abi l i t y to  

project  power,  at  l east  as  the U.S .  would conceive of  i t ,  much beyond 

China 's  claimed terr i torial  waters  and those envi rons.  

 Granted,  i t ' s  impor tant  to  emphasize that  PLAN ships  carry 

sophis t icated long-range ant i -ship cruise miss i les ,  and  some of  thei r  

ai rcraft  can  carry land at tack cruise  missi les  as  wel l .   Thei r  newes t  

SSNs might  be s imilarly equipped.   But  the  PLAN does not  have the  

capabi l i t y,  in  our view,  at  present  to  deploy to  d i s tan t  areas  and 

establ ish a sanctuary on the ocean  f rom which i t  can  conduct  mil i t ary 

s t r ikes  agains t  opposing navies  or  t argets  on shore.  

 The PLA has  recognized  thi s  overa l l  naval  weakness  in  ai r  

defense  and  surface  warfare  and  has  taken  impressive  s teps  to  

overcome these problems.  China 's  three  most  recent  classes  of  surface 

combatants  al l  have sophis t icated ai r  search and miss i le  guidance 

radars  and al so are said to  have the advanced  long -range surface -to-ai r  

missi les  to  afford these ships  a  respectable  area ai r  defense capabi l i t y.  

 Thus,  the Luyang II  dest royers ,  hul ls  170 and 171,  carry the 

HHQ-9 SAM, the two Luzhou -class  dest royers  have a marin ized  SA -20 

SAM, and now the  f ive  J iangkai  II f r iga tes  have vert ical  l aunch cel ls  

and phased  ar ray and guidanc e radars  that  s t rongly suggest  a  s imilar  

capabi l i t y to  us .  

 China cont inues  to  devote substant ial  efforts  to  i ts  submarine  

force .   Our book,  China 's  Future Nuclear  Submarine Force ,  i f  you ' l l  
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forgive me--  

 [Laughter . ]  

 DR.  ERICKSON:   - - just  publ i shed  by Nav al  Inst i tute  Press ,  

of fers  deta i led informat ion  on this .   China  does not  appear  to  have 

made s igni f icant  progress  in  correct ing i ts  weakness  in  ant i -submarine  

warfare ,  however .   Al though i ts  newer  large surface combatants  can  

cer ta inly carry hel icopters  an d might ,  in  fact ,  car ry ASW hel icopters ,  

none appear  to  have modern  hul l -mounted  or  towed sonars .   There i s  

also l i t t l e  evidence that  China is  devot ing much ef fort  to  developing 

planes equivalent  to  the U.S .  P -3  mari t ime pat rol  a i rcraf t .  

 We have recent ly completed a  two -year - long s tudy of  over 1 ,000 

Chinese  language ar t icles  concern ing naval  mine  warfare .  With the 

help of  the  Commission  i t ' s  been dis t r ibuted  outs ide,  and I 'd  be happy 

to furn ish  more copies  as  wel l  as  updates  as  we cont inue thi s  rese arch .  

 Our three  most  important  f indings  thus  far  are:  

 (1)  China  has  a  large inventory of  naval  mines ,  many of  which  

are  obsole te  but  s t i l l  deadly,  and  somewhat  more l imited numbers  of  

sophis t icated modern mines,  some of  which are opt imized to  des troy 

enemy submarines;  

 (2)  We think that  China would  re ly on  offens ive mining in  any 

Taiwan scenario ;  

 (3)  If  China  were ab le to  employ these mines,  and  we th ink  that  

they could,  i t  would  great ly hinder  operat ions  for  an  ex tended t ime in  

waters  where  the  mines we re thought  to  have been  laid .   The obvious 
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means of  employing mines  are  through submarines  and  surface ships .   

We bel ieve that  the use of  c ivi l ian asset s  should not  be  discounted,  but  

we also see s igns  of  Chinese recogni t ion of  the fact  that  ai rcraft  o f fer  

the  bes t  means of  quickly laying mines in  s ignif icant  quant i t y.  

 These ai rcraft  would be useless ,  however,  wi thout  ai r  

superiori t y.   China 's  increasingly impressive convent ional  bal l i s t i c  

missi le  force  and  inventory of  SAMs and advanced tact ical  ai rcraft ,  in  

our v iew,  cast  real  doubts  on  Taiwan 's  abi l i t y to  maintain  a i r  

superiori t y over both the  Taiwan Strai t  and even the  is land  i tsel f .  

 Regarding ai r - to-a ir  combat ,  you  are  cer tainly aware  of  China 's  

new J -10  a i rcraf t  and of  the SU -27,  SU-30 and J -11  a i rcraf t  p rograms.   

China recognizes  that  dominat ing the sk ies  over  Taiwan is  a  necessary 

precondi t ion  for  successfu l  coercion.   These  planes ,  and  the  weapons  

they carry,  ref lect  that  fact .  

 Al though our  group has  not  yet  deeply examined that  area,  we 

are  impressed by what  we have seen thus far .   

 Every surface warship launched by China in  the past  decade ,  

wi th  the  possible except ion  of  the new LPD , carr ies  sophis t icated  YJ  

series  ant i -ship  cruise  missi les .   These  missi les  deserve  a measure  of  

respect ,  in  our v i ew.   It  i s  important  to  recal l  tha t  a  s ingle Chinese -

made C-802 ant i -ship cruise  missi le ,  which  is  l ess  capable  than China 's  

newer  ant i -ship cruise  missi les ,  d isabled Is rael ' s  Hani t  Sa 'ar  5 -class  

missi le  boat  in  2006 and ki l led four  of  Israel ' s  sai lors .  

 Addi t ional ly,  the Houbei  c lass ,  o r  2208,  wave -piercing 
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catamarans,  which  are based on an Aus t ral ian  fer ry design,  are  an 

impressive  ant i -surface  weapon s sys tem, high-speed,  perhaps 45 knots  

or  so ,  low-observabi l i t y,  and carrying two or  four  advance d  cru ise 

missi les .  

 China is  bui lding dozens  of  these vessel s  at  many shipyard s  

s imul taneously.   Al though I am not  an exper t  on surface warfare,  I  am 

told  that  these  would be highly ef fect ive in  at tacking surface warships  

in  the  waters  around China ,  but  th ei r  l imited endurance would not  

al low them to  opera te for  ex tended per iods  a t  much greater  dis tances .  

 Pictures  of  China 's  YJ -62,  YJ-82 and YJ -83 ant i -sh ip cru ise 

missi les ,  as  wel l  as  images of  l and at tack cruise  missi les ,  appear  

increasingly on the In tern et .   These  missi les ,  according to  Jane's ,  a re 

al l  long-range,  l ethal  and ,  most  important ly perhaps,  ind igenously 

developed.   China a l ready has  the  SS -N-27 Klub supersonic  ant i -ship  

cruise  missi le ,  which i t  can launch f rom i ts  e ight  newest  Kilo 

submarines ,  and  the  formidable  SS -N-22 Sunburn supersonic miss i le  

tha t  i t  can and has  f i red  f rom i t s  four Sovremmeny c lass  destroyers .  

 China is  al so  thought  to  be  in  the  process  of  developing ant i -ship  

homing warheads  for  i ts  bal l is t i c  missi les ,  which  is  a  very worri some 

development ,  in  our  view.   If  they work ,  they would  be ex tremely 

dif f icu l t  to  defend against .  

 As for  improvements  in  C4ISR capabi l i t ies ,  the PLA's  obvious 

rel iance on long-range cruise and bal l i s t ic  missi le  sys tems s t rongly 

suggests  that  i t s  l eaders  recognize  the importance of  robust  C4ISR.   
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One must  assume that  they have programs in p lace to  overcome ,  or  at  

least  s igni f icant ly offset ,  thi s  t rad i t ional  weakness .  

 We have not  yet  performed dedicated research in  thi s  area,  but  i t  

i s  certa inly on our l is t  of  subjects  to  examine as  we go  forward.   

 Thank you very much for  your  t ime and I welcome your  

quest ions and comments .  

 

Panel  III :   Discussion,  Quest ions  and Answers  

 

 HEARING COCHAIR WORTZEL:   Thank you very much.   A 

number of  commiss ioners  have quest i ons of  you .   I  apprecia te very 

much your  generosi ty with  your t ime.   Vice Chai rman Blumenthal  is  

f i rs t .  

 VICE CHAIRMAN BLUMENTHAL:   Thank you very much to al l  

of  you.   A quest ion  for  General  Cartwright  and  then  i f  I  have t ime for  

Mr.  Cooper and Dr.  Erickso n.   

 The spectrum you described that  you 're  seeing r ight  now of cyber  

abi l i t i es  and  cyber a t tacks going f rom hackers  al l  the  way down to the  

use of  nat ion s tate resources ,  what  do you speculate or ,  no t  speculate ,  

actual ly know that  this  t ype  of  cyber  ac t iv i ty i s  aimed at ,  at  thi s  poin t ,  

and what  would you speculate  i t  i s  going to  be  a imed at  in  the  future?  

 Are  we looking r ight  now at  probes of  U.S .  sys tem that  l ater  wil l  

be  able to  take advantage  of  vulnerabi l i t ies  or  what  are  ac tual ly 

thinking the aim is  here?  
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 GENERAL CARTWRIGHT:  My sense i s  that  there i s  a  

substant ial  amount  of  reconnaissance going on to  unders tand,  in  our  

terms  map out ,  networks,  understand who 's  t alking to  who,  and what  

means are  they using to  communicate .   And that  is  broader  than ju st  

the  U.S.  government .   I  mean that  is  indust ry for  this  nat ion,  and so  

that  act iv i ty is  ongoing.  

 When you do  that  t ype  of  act ivi ty,  the opportuni ty to  s tar t  to  

understand where the intel lectual  capi ta l  of  a  nat ion is  and what  i t  has  

put  together  to  give  you the chance to  potent ial l y skip generat ions  in  

your R&D effort s ,  whatever,  and  th is  i s  not  just  mil i t ary -- this  goes 

across  the  commercial  sec tors ,  et  cetera - - is  usual ly avai led.   

 For  us ,  we general ly th ink about  things  in  terms of - -and  I 'm 

talking about  mil i t ary--as  a  threshold  is  the law of  armed confl ict ,  and  

as  long as  you 're  wi l l ing to  s tay below that ,  you  are  probing  around,  

you  are looking for  oppor tuni ty,  you  may s tumble  across  opportuni ty,  

probably some of  i t  serendipi ty when you 're  talk ing inf ormat ion  

operat ions.   In  fact ,  p robably a  large part  of  i t  i s ,  but  the idea i s  to  get  

an  understanding of  the neighborhood.  

 The bet ter  you understand i t ,  the more l ike ly you are  to  be  able  

to  use that  to  your  advantage  should you decide  to  breach through the 

law of  armed conf l ict ,  i f  we went  into a  confl ict  between us .  

 It  may not  seem l ike much to  understand just  basic rudimentary 

networks,  but  i t  s tar ts  to ,  for  us  i t  real ly  ref lec ts  how we think,  how 

we in teract  and  who interacts  with who,  and understand ing that  about  
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your adversary i s  very important .   And the  speed  at  which we can  

understand that  about  our adversaries  today,  because  of  cyber,  in  

compar ison to  the way we had  to  do  i t  say in  World  War II or  the 

Korean confl ict  for  the  United States  is  vast ly di f ferent .  

 I  mean you al l  know what  a  thumb dr ive  can  do in  exfi l t rat ion in  

compar ison to  how many encounters  in  HUMINT.  And so  the  scale at  

which  you can operate in  this  environment  is  pret ty s ignif icant .  

 So understanding the pat terns  and  the inter r elat ionships  i s  one 

level  of  i t .   Unders tanding potent ial l y where  in te l lec tual  capi ta l  might  

be  invested  and  how you might  s tar t  to  take advantage  of  that  in  an 

asymmetric way is  a  second thing,  and  then the  third is  to  s tar t  to  

understand i f  we decide  to  breach through the law of  armed confl ict ,  I  

could  then understand how my adversary is  going to  behave and 

potent ia l l y in tercede and make i t  harder ,  f ind  his  seams,  weak spots .  

 VICE CHAIRMAN BLUMENTHAL:   Is  a  lot  of  armed conf l ict  

wel l  developed in cyber  w arfare and have you seen,  what  you have a 

very good sense of  when i t  was  breached by an  adversary?  

 GENERAL CARTWRIGHT:  My feel ing is  that  i t  i s  very 

analogous .   In  o ther  words,  you do  not  need  to  go out  and  develop a  

new law of  armed confl ict  for  cyber .   You have suff ic ient  analogy to 

other  areas  of  confl ict  in  the kinet ic  sense  that  you real ly don 't  need  to  

do that  (a) ;  (b)  you  may need  to  do a s l ight  interpretat ion,  but  I  think 

i t 's  wel l  documented.   It  p robably i s  best  documented in  comparing i t  

to  elect ronic  warfare,  what 's  appropriate,  what 's  not .  
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 Even i f  you  don ' t  in tend to  do  harm and col latera l  damage,  i f  you  

completely obscure the  ai rspace,  you have put  at  r i sk  c ivi l  avia t ion,  e t  

cetera .   You have gone through that  threshold.   It ' s  not  unl ike  tha t  in  

this  envi ronment .  

 So I think you have good analogy in law and we may need to  

work  a  l i t t l e  bi t  on  the  nuances,  bu t  you  have a  good basi s  there.  

 VICE CHAIRMAN BLUMENTHAL:   Thank you.  

 HEARING COCHAIR WORTZEL:   Genera l  Cartwright ,  actual ly I 

appreciat e your  analogies .   I 'm an  o ld S IGINTer,  and in  s ignals  

intel l igence and elect ronic warfare ,  what  you  talked about ,  network 

mapping,  we would cal l  t raf f ic  analys i s .  

 GENERAL CARTWRIGHT:  Right .  

 HEARING COCHAIR WORTZEL:   And i t 's  the basi s  of  any 

at tack .   I 'm very interested  in  a  couple of  points  you  rai sed  on  PLA 

concerns about  the  development  of  missi les ,  about  our own global  

s t r ike concept ,  and  this  idea of  l aws of  cyber  confl ict  and  laws around 

warfare .  

 In  the Commission 's  annual  report ,  we sugges ted th at  there  

should  be a  s t rategic dialogue between your command the People 's  

Libera t ion Army about  these issues  and  about  i ssues  of  s t ra tegic  

veri f icat ion.   That  hasn 't  happened yet .  

 So I would  be interested in  your  views on whether  i t  should --and  

the  other  panel is t s - -and any hope you might  have or  even a schedule  

for  that?  
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 GENERAL CARTWRIGHT:  When the president  vi s i ted ,  there  

was I guess  two dialogues  that  were se t  up.   One was  for  Mike Gri f f in ,  

my counterpart  at  NASA, to  en ter  into a  dialogue wi th China o n space 

and that  dialogue was  to  have him,  the director ,  go to  China and have 

an  exchange and that  did occur .  

 The second was for  the  second rocket --Second Art i l le ry-- I 'm 

mixing my countr ies  up here - - the Second Art i l l e ry and  STRATCOM to  

have an  interact ion .   We have been  in  a  dia logue to  se t  tha t  interact ion  

up.   I  would  say that  one  of  the i ssues  that  Chinese are t rying to  work 

their  way through is  the organizat ions  don 't  necessari l y match  up  in  

mission ,  and so i s  that  the  r ight  meet ing or  should they send  someone 

else  or  should  they send more than one person  is  something they've 

been  t rying to  work their  way through.  

 In  addi t ion,  we went  through the Fourth  of  July.   We went  

through a  tes t  in  North  Korea .   We've gone through severa l  events  

which  tend to ,  okay,  le t 's  wai t  a  l i t t l e  bi t  here  and  make sure we 

understand what 's  going on.  

 So we just  completed an act ivi ty where the  Chai rman,  General  

Pace ,  went  over  and  conducted  a  vi s i t ,  hopeful ly to  t ry to  s t imulate 

mil - to-mil  conversa t ions again.   I  think  they' re  cr i t i ca l .   They're  

cr i t i cal  f rom severa l  di f ferent  approaches .  

 One i s  being able  to  s i t  down mi l i tary commander to  mil i t ary 

commander and understand your  adversary and understand  whether  not  

you  have a  bas is  in  dia logue that  you  can defuse  something ve ry 
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quickly with just  a  mere conversat ion,  part icular ly when we have a lot  

of  media that  help  us  in terpret  what  we say.  

 [Laughter . ]  

 GENERAL CARTWRIGHT:  And so  sometimes i t 's  quick to  pick 

up the phone,  get  the opportuni ty,  say,  hey,  thi s  i s  rea l ly where I 'm 

coming from,  th is  is  what  I  was t rying to .   Right  now we are 

communicat ing,  but  i t  i s  th rough the t rack  series  of  dialogues ,  which  

have been  extremely valuable,  but  i t  i s  whispering in  one person 's  ear  

and then to  another  person 's  and then  back  across ,  and i t ' s  a  very s low 

way to do  business ,  and i t ' s  not  t er r ibly eff icient .  

 It ' s  he lpful ,  but  i t ' s  not  ef f icient .   We need to  move forward and  

s tar t  to  f ind  mi l - to -mil  d ia logues that  can  s tar t  to  work through some 

of  the issues .   We need to  be ab le  to ,  in  par t icular ,  s tar t  to  have a 

dia logue about  bal l i s t i c  missi les .   

 What 's  our inten t?   Where are  we going?   How do we f ind 

comfort?   How do I know how to tel l  you that  I 'm uncomfor tab le  with  

what  you 're  doing?  And for  you to  come back to  me and say i t ' s  okay ,  

this  is  where we 're heading.   If  I  don ' t  go in  the di rect ion  I  jus t  

painted ,  you  ought  to  be uncomfortable,  but  i f  I  do ,  this  is  where  we 're  

going.  

 Just  in  the  s imple launch of  a  miss i le ,  i f  someone tel ls  you  where  

i t  was supposed to  come from and where  i t  i s  supposed to  go ,  and  you 

can assess  that  re la t ively quickly,  i t  changes the whole dialogue 

between the two par t ies .  
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 If  the  missi le  is  launched and nobody knew i t  was going to  be  

launched,  and you have no  idea where i t ' s  going,  there i s  a  period of  

ambigui ty there that  can  be  very d isquie t ing.  

 And so I be l ieve thi s  is  cr i t i ca l .   We can 't  rush  i t ,  but  the sooner 

that  we can get  a  meaningful  mil - to-mil  dialogue going,  the  bet ter .  

 HEARING COCHAIR WORTZEL:   Thank you very much.   

Chairman Bartholomew.  

 CHAIRMAN BARTHOLOMEW:  Thank you.   And thank you very 

much,  gent lemen,  for  your  very interest ing tes t imony and al so for  your  

service  to  our  nat ion over  the years .   It ' s  benefi t ted us  al l  and I always  

fee l  tha t  i t ' s  a  t remendous privi lege  for  us  to  have peop le  with your  

experience  come and tes t i fy before us .   So thank you very much.  

 I  have k ind  of  a  broader picture quest ion,  which i s  there 's  

obviously a  debate  going on  about  what  China  is ,  whether  i t 's  a  

s t rategic compet i tor ,  a  f r iend ,  an  al ly,  whatever,  wha tever ,  and we 

have defined this  quest ion  over  a  number of  years ,  that  i t ' s  a  l i t t l e  

uncertain as  to  what  that  relat ionship i s  and within  our  own pol icy 

debate ,  there  is  no  consensus o ther  than China 's  big and  i t ' s  growing 

and i t ' s  a  count ry in  Asia ,  and i t  has  a permanent  seat  on  the U.N.  

Securi ty Counci l ,  and after  tha t  i t  al l  b reaks  down.  

 But  my quest ion  is  real ly about  war planning when we don 't  

necessari l y have a c lear  p ic ture of  e i ther  what  we think  an outcome in  

some cases  should be and i f  we don 't  h ave a  clear  picture  of  Chinese 

mil i t ary campaign  object ives .   So i f  we ' re not  clear  of  what  we th ink 
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an  outcome should be  and  we don 't  know, have enough information 

about  what  they think thei r  mi l i t ary object ives  should  be or  are,  how 

do we do planning to  counter  any of  these  things?  

 I ' l l  open that  up  to  al l  o f  you .  

 GENERAL CARTWRIGHT:  Okay.   I  th ink there 's  a  couple of  

at t r ibutes  that  we can work our way through.   We have some basic 

t ru ths  that  apply across  a l l  of  the  domains of  a  desire  for  access ,  a  

desire  to  be able to  move through any medium,  whether  i t ' s  ai r ,  space,  

cyber ,  l and,  and  conduct  commerce.   You know real ly a t  the  end of  the  

day this  nat ion 's  greatest  nat ional  in terest  is  to  be  able to  conduct  

business .  

 And so to  the ex tent  that  we might  be  inhibi ted f rom doing that  

would  be a reason that  we would view with  concern  ac t ivi t ies ,  whether  

they h inder  our  abi l i t y to  do  passage in  space  and  go out  and discover 

and what  not  and do  science,  or  whether  i t ' s  in  the  business  world ,  l aw 

of  the sea ,  et  cetera.  

 So i f  those  areas  are denied  us ,  then  what  are  appropriate 

responses ,  what  p lans should  we lay in  place and  to  some extent  make 

t ransparent  so that  people understand  what 's  important  to  us ,  and  a t  

what  level  we place  the importance .  

 If  we can do  relat ively generic planning,  couple  that  wi th  

exercises  which  real ly then demonst rate the  capabi l i t i es  that  we 're 

wil l ing to  associa te  with  a cer ta in regret  that  we --or  harm that  we 're 

doing,  then they can  view those ,  they can see.   They can see  that ,  oka y,  



 15 

i f  we do thi s  they' re  going to  send an  ai rcraft  carr ier  over.  

 If  they send an ai rcraft  car r ier  over,  that  sends a message to  us  

that  they' re  uncomfortable about  something.   That  es tabl ishes  

thresholds .   It  al lows us  to  p lan.   If  we send an ai rcraft  car r ier  over,  as  

an  example ,  one ai rcraft  car r ier  is  not  going to  take  on  China .   Okay.   

But  i t  sends  a message.   It  changes the dynamic.   

 It  s tar ts  to ,  for  us ,  expand the  warning t ime,  which al lows us  to  

seek  other  venues ra ther  than  force  to  so lve  the  prob lem.   But  

increases  the  credib i l i t y of  the fac t  tha t  i f  we decide  to  use  force ,  i f  

tha t 's  appropriate,  that  we 're  a l ready on  a  path  to  do that ,  and the 

amount  of  t ime to do i t  i s  now start ing to  be  reduced .  

 And so you t ry to  bui ld  scenarios  that  a l low you  to  communicate 

in  your planning,  that  communicate and  are carr ied over  in to your 

exercises ,  that  l et  you be  re la t ively t ransparent  about  when you 're  

uncomfortable and when you 're not  uncomfor table and what  condi t ions  

make you uncomfor table ,  and to  what  ex tent  you 're  wil l ing to  escalate 

in  that  s i tuat ion .  

 The most  di f f icul t  part  of  th is  equat ion is  when you move to the  

nuclear  end  of  the equat ion,  and  that  is  why i t  i s  so  cr i t i cal  to  get  a  

dia logue going.   For  the Russ ians ,  for  the Soviet  Union when i t  was  the  

Soviet  Union,  we had t ime and we had  proximity and we used t ime and 

proximity to  tel l  each  other  when we were  uncomfortab le .   If  your 

submarines  got  too close to  my shorel ine,  i f  your bombers  were end of  

the  runway and loaded and  running,  those  were s ignals  that  were  very 
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clear  and  unambiguous ,  but  i t  al lowed a dialogue in  act ions that  real ly 

fac i l i t ated  al ternat ive  measures  to  so lve the problem.  

 That  to  me is  the  t ype  of  planning that  we want  to  be doing,  but  

we want  to  do  i t  wi th a mi l - to-mil  dialogue so there  is  no  

misin terpretat ion  of  the act ivi ty.  

 CHAIRMAN BARTHOLOMEW:  And gent lemen,  our  other  

witnesses ,  i f  you  have comments ,  maybe you can put  them on the 

record.   Genera l  Cartwright ,  I  wanted to  ment ion specif ical ly,  though,  

tha t  one of  the  reas ons  I asked this  quest ion i s  because  I have heard 

from some of  our young mil i tary p lanners  that  they are  doing,  they 

bel ieve that  they are doing thei r  best  to  t ry to  come up with  plans,  but  

they are  uncertain what  the  ul t imate outcomes are  supposed  to  be ,  and 

they fee l  l ike they are f l ying bl ind ,  i f  you wil l ,  in  terms of  what  

they' re  t rying to  plan for .  

 GENERAL CARTWRIGHT:  Fair .   Al l  of  us  Type As  would l ike  

to  have i t  wri t t en down and,  okay,  there 's  exact ly what  my object ive  is .   

We are  moving,  though,  t o  a s t ra tegy that  al lows us  to  address  

ambigui ty in  a much larger  way.   The new t r iad  was to  accept  the  fact  

tha t  one-size-does -not- f i t -al l  for  our adversaries .  

 It  al so  acknowledges the  fact  that  our  adversary i s  looking for  

our seams,  and i f  we show them  st rength in  one area ,  they' l l  move to 

another .  So  the same i s  t rue  of  the dialogue.   It  needs  to  be f lex ible 

enough to communicate at  a  l arge  level ,  but  acknowledge the  fact  that  

maybe i t ' s  cyber  today and  we s tar t  to  bui ld  a  l i t t l e  bet ter  defense.   We 
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don ' t  want  to  end up  in  nine -year -old soccer  game where everybody i s  

rushing to  the bal l  and we 're leaving huge amounts  of  the f ield  

exposed.  

 HEARING COCHAIR WORTZEL:   Commissioner Brookes .  

 COMMISSIONER BROOKES:  Thank you very much.   Thank you 

al l  for  your tes t imony today.   I 'm going to  di rec t  these ques t ions,  I  

think,  to  Dr.  Erickson,  but  i f  others  have input ,  I 'd  apprecia te i t .  

 I  have two quest ions.   One is  th is  morning,  one of  our wi tnesses  

said that  i t  was his  bel ief  that  the Chinese were  pursuing an ai rcraft  

car r ier  program.   I  didn ' t  hear  you ment ion  i t  and  I didn ' t  not ice  i t  in  

your tes t imony,  though I may have missed i t .   If  I  did,  I  apologize .   I 'd  

ask for  a  quick assessment  of  that .  

 Also,  the SS -N-27,  which  I guess  the  Soviet  NATO or  Russ ian  

NATO name would be  Sizzler ,  o r  even  the  Chinese inventory,  we 're 

cal l ing i t  the Klub -- is  tha t  correct?   Have we done any net  assessments  

on that  versus  carr ier  vulnerabi l i t i es?  And i f  you  could  address  that  in  

an  open forum, I would apprecia te  your views  of  t hat .   There has  been 

some,  recent ly in  the press ,  addressing some concerns about  American  

ai rcraft  vulnerabi l i ty to  the  SS -N-27.   Thank you.  

 DR.  ERICKSON:   Commissioner  Brookes ,  thank you for  those 

excel len t  quest ions.   As for  your second ques t ion,  l et  me  request  that  I  

be  able to  furnish an answer to  you in  wri t ing.   I  want  to  make sure I 

get  th is  s t ra ight  and  s tay wi thin the goalpos ts ,  i f  you  wil l .  

 As to  the ai rcraft  carr ier  issue,  I  have coauthored a piece  with a 
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col league of  mine on th is .   I  think i t ' s  a  real ly fascinat ing i ssue 

because  i t  gets  to  the quest ion  of  what ,  i f  any,  are  the scenarios  

beyond Taiwan?   To what  ex tent  does  China intend to  project  power  

into  the  Western Paci f ic  and beyond?  

 In  the course of  doing this  research ,  and I would  be hap py to 

furnish  you with copies  showing the detai led sources  we 've  drawn th is  

from,  we 've seen a defini te  interest  in  this  subject .   This  appears  to  be 

under debate in  China .   What  we 're also  careful  to  emphas ize,  however,  

i s  tha t  should  China  pursue such a  course,  i t  would have a long way to 

go in  making this  a  t ru ly ef fect ive plat form.  

 In  our  view,  an ai rcraft  car r ier  i s  t ru ly a complex  sys tem of  

systems to project  a i r  power  on the  sea.   That  t akes  a lot  of  ai r  

expert ise.   It  takes  t ime to  pract ice  and ma s ter .   So we would not  be 

surprised  i f  China  were  indeed making some s igni f icant  s teps  in  these  

direct ions,  but  we 're just  very careful  to  emphasize that  i t  wi l l  t ake a  

lot  of  broad-based  effort  and would  be a  major  inves tment  for  China to  

actual ly have an  opera t ional ly usefu l  ai rcraft  carr ier .  

 I  would  not  be  surpr ised i f ,  in  the  years  ahead ,  China does  

indeed move in  th is  direct ion ,  but ,  were a Chinese  ai rcraft  carr ier  to  

appear in  some form in the near  future,  I  don 't  th ink  that  automati ca l ly 

means a s t rong operat ional  capabi l i t y.   I  think i t 's  something we have 

to  look at  very c losely.  

 COMMISSIONER BROOKES:  I  th ink  people were interested in  

the  fact  that  i t  may show a change in  Chinese s t ra tegy in  terms  that  are 
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mili tary modernizat ion as  opposed  to  one of  asymmetry,  you know,  

submarines ,  ant i -ship cruise  missi les ,  towards thi s ,  but  I  also th ink 

there 's  other  opportuni t ies  besides  power project ion.   There 's  presence .   

There  is  the energy securi ty d i lemma that  they have,  the  Malacca  

di lemma as  some of  them cal l  i t ,  that  a  car r ier  could  provide that  sort  

of  presence,  maybe not  our sort  of  ai r  operat ions ,  but  maybe VS TOL or  

something along that  l ine ,  and I guess  there was some commentary v ia  

the  Hong Kong press  recent ly about  a  Chinese a dmiral  saying 

something at  the Nat ional  People 's  Congress ,  and  I was  jus t  t rying to ,  

s ince one of  our  wi tnesses  thi s  morning said i t ,  I  was  in terested.  

 I  rea l ize  i t ' s  p robably something down the  road,  I  don ' t  want  to  

emphasize i t  too  much,  but  i t  does  sho w a  t rend  s ince  we have to  th ink  

beyond,  you know, the  next  few years  in  terms of  the  Chinese mil i t ary 

modernizat ion.   So i f  any of  you gent lemen have any comment  on that ,  

I 'd  appreciate i t .  

 MR. COOPER:  Just  one comment  and I think i t  jus t  echoes  what  

Dr .  Er ickson said  in  terms of  the  di f ference between put t ing out  

potent ia l l y one or  two carr iers  over  the  next ,  l et ' s  say,  t en  years ,  

maybe one carr ier  sometime around or  af ter  2015,  and t ransi t ioning to  

a carr ier  navy,  ent i rely di f ferent  things .   I  don ' t  th ink we have much,  

you  know, basi s  for  seeing a  t ransi t ion p lan  to  a car r ier  navy in the 

PLA Navy r ight  now, nor does  i t  seem to f i t  wi th,  real ly with what  

they perceive  to  be their  most  immediate threats .  

 But  I think that  to  d ismiss  the  program out  of  han d based  on that ,  
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I think the idea  that  having a  hybr id  navy that  sort  of  get s  them in the 

same neighborhood as  Thai land ,  the Indians,  in  terms of  being able  to  

put  out  a  car r ier  for  some use ,  and again operat ional ly probably not  

tha t  great  for  the  things  t hat  are immediately on their  p la te ,  but  i t  i s  

qui te  possible,  and  then again you have to  think of  potent ial l y o ther  

missions  that  could  be  used for  a  plat form l ike that  that  might  involve  

hel i -borne  assets  and th ings l ike that .  

 COMMISSIONER FIEDLER:   Comm issioner ,  could  I fol low up?  

 HEARING COCHAIR WORTZEL:   Genera l ,  you ' re  probably the  

only guy on  that  panel  that ' s  f lown off  a  carr ier .  

 GENERAL CARTWRIGHT:  I  th ink  he ' s  got  i t  r ight ,  but  I  would  

watch,  i f  at  say 15  years  out ,  i t ' s  not  one  or  two,  they go  into a  big- -

that  would  be a t r ip  wi re .    

 COMMISSIONER BROOKES:  So  i t  depends how you define 

ai rcraft  carr ier .   If  you  talk  about  hel icopters ,  amphibious assaul t ,  as  

opposed  to  what  we think of  as  an  ai rcraft  carr ier ,  100 ,000 tons  of  

sovereign terr i tory,  U.S .  t err i tory,  so I guess  i t  a lso  depends how we 

define  i t .  

 Do you have a view as  to  whether  this  is  a  VS TOL or a hel i  

program?  

 CHAIRMAN BARTHOLOMEW:  Quick  answer .   Quick.  

 HEARING COCHAIR WORTZEL:   Yes or  no?  

 DR.  ERICKSON:   It ' s  hard to  f ind def in i t ive ev idence.   I  would  

emphasize what  you 've said about  a  broad  defini t ion of  a  carr ier  and  a  
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broad defini t ion  of  operat ional  ut i l i t y to  include presence.   I  think  they 

would  value  that .  

 HEARING COCHAIR WORTZEL:   Thanks very much .   

Commissioner  Fiedler .  

 COMMISSIONER FIEDLER:   General  Cartwright ,  I 'd  l ike to  

make a  comment  or  an  observat ion and then ask a quest ion,  and i f  my 

observat ion  is  faul ty in  any way,  I 'd  l ike you to correct  me on i t .  

 When we talk  about  convent ional  weapon s  and/or  power 

project ion,  we ta lk about  physical  di s tances ,  and we 've  heard  tes t imony 

about  200 miles ,  400 miles ,  but  when we enter  the realm of cyber  

warfare ,  power project ion has  a di f ferent  meaning.   Distances  are 

relat ively meaningless  because  anybody  can get  r ight  to  us  relat ively 

quickly.   

 So my quest ion  is  this ,  two par ts :  i s  our greatest  vulnerabi l i t y 

are  informat ion sys tems,  one;  and  two,  i s  China our most  capable 

opponent?   Or who,  i f  China  is  not ,  who is  our most  capable  opponent?  

 GENERAL CARTWRIGHT:  The f i rs t  p remise,  which  is  the  

geographic  premise ,  I  think  is  accurate.   It  i s  chal lenging us  on  one 

hand-- the fact  that  you  move so quickly and  that  borders  because of  

these networks,  geographic borders ,  are  somewhat  i rrelevant .   But  

having said  that ,  one has  to  be  careful  because i f  you fol low that  down,  

then our laws  s tar t  to  become quest ionable ,  which are general ly based 

in  property and  geography.  

 And so i t  i s  a  chal lenge,  and  the ques t ion is  can you bui ld 
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analogies  so your law remains f i rm a nd you can s tar t  to  bui ld analogy 

from that .    

 The i ssue  then becomes ,  i s  China  the most  sophis t icated 

adversary in  this  environment  or  capable?   Let 's  put  i t  as  capable.   If  

not  China ,  who?   It ' s  not  that  clear  tha t  tha t  i s  the  case.   I  would  tel l  

you  that  the  capabi l i t ies  that  are most  int r iguing are  thei r  dedicat ion  

to ,  one ,  bringing thi s  in to thei r  mil i t ary s t ructure;  two,  bui lding 

schools  al l  the  way through doct r ine ,  et  cetera,  and plans to  be able  to  

use this  t ype  of  capabi l i t y in  a mil i t ary context .  

 Other  nat ions are doing l ikewise ,  but  I  do not  bel ieve any have 

demonst ra ted the scale or  the  f inancial  commitment  to  move in the 

direct ion  that  China  has  demonst rated ,  and when I go  back to  my 

original  s tatement  about  what  tends to  d if ferent iate i s  how  much 

resource a  nat ion  is  wi l l ing to  put  at  i t ,  tha t 's  where  I would  say China  

s tar t s  to  break  out  of  the crowd.  

 COMMISSIONER FIEDLER:   And the  t ime horizon of  the  

development  of  most  weapon sys tems is  in  years ,  convent ional  weapon 

systems,  whereas  the t ime horizons in  developing the offensive 

capabi l i t y in  cyber  warfare  is  compressed .  

 GENERAL CARTWRIGHT:  Closer  to  Moore 's  l aw.  

 COMMISSIONER FIEDLER:   Yeah.   And so you didn 't  qu i te  

answer my quest ion  about  vulnerabi l i t y.   You used the term 

"chal lenge," "a  great  chal lenge to  us ."   But  of  al l  o f  our  vulnerabi l i t i es  

as  a  nat ion  to  our  adversaries ,  i s  cyber  warfare  one of  our greatest  or  
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our greatest  or  second or  th i rd or  what?  

 GENERAL CARTWRIGHT:  There 's  a  good debate  s tar t ing to  

emerge,  and  I don ' t  know yet  that  we understand .   But  is  a  cyber  at tack 

a weapon of  mass  dest ruct ion,  you  know?  Is  the  regret  fac tor  

associated  wi th i t ,  should i t  be  t rea ted in  that  context?   I  th ink people 

are  s tar t ing to  get  thei r  head around thi s .   Indust ry has  certain ly 

al ready got ten thei r  head  around thi s  i ssue .  

 I  don ' t  think  the nat ion has  got ten thei r  head  around that  issue  

yet ,  but  I  th ink that  we should  s tar t  to  consider  that  regret  factors  

associated  wi th a  cyber at tack could ,  in  fac t ,  be in  the  magni tude of  a  

weapon o f  mass  des truct ion .  

 COMMISSIONER FIEDLER:   Thank you.  

 GENERAL CARTWRIGHT:  That  wil l  cause  some noise ,  bu t - -  

 [Laughter . ]  

 HEARING COCHAIR WORTZEL:   Gent lemen,  we 're scheduled  

to  end at  2:30.   I  think i f  you can  go f ive more  minutes ,  I  th ink we can  

get  a t  l eas t  one more commissioner  to  ask a ques t ion.  

 GENERAL CARTWRIGHT:  Yes ,  s i r .  

 HEARING COCHAIR WORTZEL:   So I guess  next  to  

Commissioner  Shea.  

 COMMISSIONER SHEA:  Well ,  I  have a bunch of  quest ions,  but  

I ' l l  t ry to  get  a  couple of  them in here.   Thank y ou,  gent lemen,  for  

coming today.   You talked a  lot  about  the modernizat ion  of  the  PRC 

mil i tary and the professional izat ion .   I  was wondering i f  you could  
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give me a sense of  the  Party cont rol  over the mi l i t ary?   And my 

understanding is  tha t  the PRC mil i tary  has  become more 

professional ized over the  years ,  wi th  much greater  focus on  

professional izat ion,  and there 's  been  less  emphasis  on Party cont ro l .   

And I just  was  wondering i f  you had  a  sense of  that ,  how big an  

inf luence the Communis t  Party plays  in  PLA a nd PLAN thinking 

today?  

 MR. COOPER:  I  don 't  think  you can  approach that  as  a  zero sum 

game,  that  the fac t  that  they are  becoming more  professional ,  to  then 

make that  l eap that  they wil l  begin  to  look  more l ike a  s tate army as  

opposed  to  a party a rmy.   I  don ' t  think we can say that .   That  debate 

has  been  going on for  a  number of  year s .   Folks  a  lot  smarter  than 

mysel f  have weighed in  over  the  past  decade in  terms  of  what  the  

l ikely t rends are .  

 But  what  I see,  and  part icular ly what  I see from the las t  coup le  

of  sess ions of  thei r  Party and  People 's  Congress ,  i s  that  the party i s  

cer ta inly worried about  that  because you now see in  s ta ted mission  

object ives ,  at  the  very top,  f rom Hu J in tao  down through the  mil i t ary 

leaders  a t  each of  these sessions in  enumerat ions  of  PLA missions  and  

object ives ,  i t ' s  r ight  there  at  the top .  

 It  says  that  you are here to  ensure that  nat ional  development  

cont inues,  and that  is  specif ical ly l inked to  cont inuance of  the  Par ty's  

cont rol  over the country as  a  whole  as  primary protect or  of  the ir  

sovereignty.   So there 's  obvious ly concern  on  the  part  of  the  Party that  
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professional ism might  take  the  army away f rom the t radi t ional  modes 

of  Party cont rol .  

 But  I have not  seen that  happen,  and I think  that  the  concern on 

the  part  of  the  Par ty to  ensure that  pol i t ical  educat ion cont inues,  and  

that  the  power and the  inter face  of  the pol i t i cal  cadre throughout  every 

level  of  the army cont inues as  evidence of  that  cont inued sort  of  

cont rol .   So again don 't  equate  the  profess ional ism and 

professional izat ion,  which is  certainly ongoing,  and  some wil l  say that  

as  the nascent  NCO corps goes ,  we ' l l  real ly be  able to  te l l  just  where 

that 's  headed,  but  don 't  equate  that  necessari l y with sort  of  a  loosening 

of  Party cont rol  over the apparatus  with in the  PLA because I have not  

seen  that  to  be  the case.   And in fac t ,  in  some areas  they have worked 

to s t rengthen that  al l  the more.  

 COMMISSIONER SHEA:  In  the same vein ,  do  you,  I  know 

there 's  been a lot  of  speculat ion ,  I  think  in  your  wri t ten tes t imony,  

which  I just  saw,  Mr.  Cooper ,  you  address  this  issue.   But  curious  to  

know whether  you think  or  the gent lemen on  the  panel  have any 

thoughts  on  whether  the pol i t i cal  l eadership  of  the PRC was  in  the 

know with respect  to  the  recent  ASAT?  

 GENERAL CARTWRIGHT:  That  would have been  my comment  

because  I agree exact ly with what  he sa id,  bu t  then you see  thi s  

act iv i ty associa ted with  the  ASAT --  

 COMMISSIONER SHEA:  Right .  

 GENERAL CARTWRIGHT:  - -where there  seems to  be a  large 
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disconnect ,  o r  at  l east  i t ' s  perceived be cause  of  who indicated  they 

knew and didn ' t  know, that  somehow the mil i t ary got  d isconnected 

from senior  leadership,  and what  worries  me in that  case i s  you have a 

mil i t ary organizat ion,  i f  they somehow become d isconnected from the 

pol i t ical  l eadersh ip,  th ere  are  any number of  scenar ios  that  would  be 

very worri some in  that  kind  of  a  s i tua t ion.  

 COMMISSIONER SHEA:  Right .  

 GENERAL CARTWRIGHT:  So  I say that ,  but  we have not ,  that ' s  

not  been unl ike we have seen  in  the  former Soviet  Union,  the  United  

States .   Things do  happen that  don 't  necessari l y get  connected .  

 COMMISSIONER SHEA:  Right .  

 GENERAL CARTWRIGHT:  So  you have to  be  careful  to  be  too  

l i te ral  wi th thi s ,  but  that  was  the  one instance  I think that  gave us  a l l  

pause was thei r  react ion  to  the  ASAT test  when we said ,  gee,  what  are  

you doing and,  oh ,  noth ing.  

 COMMISSIONER SHEA:  Right .   S i lence.  

 GENERAL CARTWRIGHT:  Yes .  

 MR. COOPER:  Let  me address  that  a  l i t t le  bi t ,  and I ' l l  caveat  

f i rs t  by saying I have not  done a lot  of  research in  the af termath of  the 

tes t  on this .   I  th ink  that  we have not  seen  some of  the things in  the 

af termath of  th is  tes t  happen internal ly in  China which would indicate 

that  they rea l ly,  tha t  they were unaware  of  what  was  going on to  the 

ex tent  that  heads  are going to  rol l  wi thi n the  PLA; there 's  going to  be  

s ignif icant  changes  to  the  way we do business  based on this .  
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 There  have been in  the  af termath of  th ings  l ike  SARS outbreak,  

you  know, the submarine incident ,  the  submarine s inking.   Some of  

those  things we saw evidence after wards of  how the pol i t i cal  

leadership  responded to  and deal t  wi th  what  they saw as  being the 

mil i t ary being out  of  the box.   And again some of  that  could be going 

on,  and  I just  don 't  see i t ,  bu t  I  haven ' t  seen  a lot  of  that .  

 And again,  in  the case  of  an  ac tual  planned tes t  at  that  l evel  of  

the  sor t  of  implica t ions  that  we 're ta lking about  wi th space debr is  and 

the  other  th ings that ,  again ,  the level  of  foreknowledge was  not  there  

or  that  there was that  major  disconnect .   There  may have been  

disconnects  a t  a  var iety of  l evels ,  but  again I would f ind that  hard to  

bel ieve that  that  would be an  indicat ion  somehow of  the  mil i tary being 

out  f rom under the Party's  cont ro l .  

 GENERAL CARTWRIGHT:  I  th ink  i t  does  demonst ra te - - let ' s  

just  fol low that  l ine -- that  there  is  a  l evel  of  compartmental izat ion in  

the  government  then ,  and  that  too is  ins ight ful .  

 COMMISSIONER SHEA:  Thank you.   Thank you.  

 HEARING COCHAIR WORTZEL:   Gent lemen,  I want  to  thank 

al l  o f  you  very much for  your  t ime.    

 Our next  panel  is  kind of  a  bran ch and sequel  of  thi s  one,  and I 

s t i l l  have two commissioners  that  haven ' t  had a chance,  and  they' l l  go  

to  the  top of  the  l i s t  for  the  next  panel .  

 Thank you for  your t ime.   Thank you for  your  a t tempts  to  

educate  us  and for  your service  here .   We're going to  take about  a  f ive  
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minute  break and se t  up  the  next  panel .  

 [Whereupon,  a  short  recess  was  taken.]  

 

 

 
 
 


